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A user-centric solution to the “data in the wild” problem 

Information Arrives 
From All Directions 
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CIA Telegraphic Dissemination (TD) 
Report .doc 

CIA Briefing .doc 

DIA Report (IIR) .doc 

NGO/PVO Aid support update .html 

DOS Crisis update .html 

DOS Message/Cable .doc 

DOS Alert/Warning RSS 

DOS F-77 report .xls 

DOS Emergency Action Plan (EAP) .doc 

DOS Intellipedia posting .html 

DOS OSAC message .html 

USAID Projects .doc 

CDC Medical assessment .doc 

SOF After Action Report .doc 

SOF Facility survey .html 

OSINT Update (VOA/BBC) RSS 

OSINT Media summary .html 

OSINT Website search .html 

OSINT Google Earth .kml 

OSINT Academic database (JSTOR, LXS-
NXS) .html 

Local forces Census data .xls 

Local forces Black list/target list .xls 

Local forces Intelligence Summary (INTSUM) .doc 

Local forces Intelligence Report (INTREP) .doc 

Local forces Photograph .jpg 

Local forces Captured document .jpg 

Local forces Interrogation recording .wav 

Local forces Mosque atmospherics .doc 

Local forces Personnel roster .xls 

Local forces Military ID records (verification) .doc 

Local forces Arrest records .xls 

Local forces Prison roster .xls 

Local forces Atmospherics .doc 

Units Patrol Routes GPS* 

Units Patrol Routes .ppt 

Units Patrol Report .doc 

Units Incident After Action Report (AAR) .txt 

Units Friendly static positions .xls 

Units Mobile positional data BFT* 

Units List of checkpoints .xls 

Units Checkpoint (CP/VCP) statistics .xls 

Interpreters Atmospherics .wav 

Contractors Information reports .doc 

Unit intel Information reports .doc 

Unit intel Patrol debrief .doc 

Unit intel Incident debrief .doc 

Unit intel Incident photo .jpg 

Unit intel Assessment .doc 

Unit intel Intelligence Report (INTREP) .txt 

Unit intel Atmospherics .txt 

Unit intel Captured document .jpg 

Unit intel Captured video .mpg 

Unit intel Person/vehicle photo .jpg 

Unit intel Captured photo .jpg 

Unit intel Graffiti photo .jpg 

HUMINT Tm Link diagram .ppt 

HUMINT Tm Spot Report (SPOTREP) .doc 

HUMINT Tm Draft IIR .doc 

HUMINT Tm Tactical Interrogation Report (TIR) .doc 

HUMINT Tm Route recon .mpg 

HUMINT Tm Route data GPS* 

SIGINT Tm Vulnerability assessmnt .doc 

SIGINT Tm Spot Report (SPOTREP) .doc 

SIGINT Tm Tactical Report (TACREP) .doc 

MASINT Target Exploitation (TAREX) .doc 

MASINT Tracking data (vehicle) GPS* 

UNCLASSIFIED 

UNCLASSIFIED 

Source Subject Format 
HHQ Operations Order Intel Annex .doc 

HHQ Concept of Operations (CONOPS) .doc 

HHQ Intelligence Summary (INTSUM) .doc 

HHQ Intelligence Collection Plan .xls 

HHQ Study .doc 

HHQ Document Exploitation (DOCEX) .doc 

HHQ BATS database update .sql 

HHQ SIGINT roll up .doc 

HHQ HUMINT roll up .doc 

HHQ HUMINT report (IIR) .doc 

HHQ Tactical Interrogation Report (TIR) .doc 

HHQ SIGINT Target Exploitation (TAREX) .doc 

HHQ SIGINT Tactical Report (TACREP) .doc 

HHQ List of checkpoints .xls 

HHQ Spot Report (SPOTREP) .txt 

HHQ Be On the Look Out (BOLO) list .xls 

HHQ Detainee status tracker .xls 

HHQ Detainee list .xls 

HHQ Link diagram .anb 

HHQ CERP payments .xls 
Theater 

Intel IED TTP roll up .doc 

Theater 
Intel Trends/tactics summary .ppt 

Theater 
Intel Assessment .ppt 

Theater 
Intel Study/Reference (Janes) .doc 

Theater 
Intel IMINT IPIR .doc 

Theater 
Intel IMINT Product .ppt 

Theater 
Intel Intelligence Summary (INTSUM) .doc 

Theater 
Intel Graphic INTSUM .ppt 

Theater 
Intel Target package .html 

Theater 
Intel Weather report .html 

Theater 
Intel Black list/target list .xls 

Theater 
Intel Tribe list .xls 

Theater 
Intel Tipsline Report .doc 

Theater UAV SPOTREP .txt 

Theater UAV INTREP .doc 

Aerial Recon Mission Report (MISREP) .doc 

CA KLE report .doc 

CA Meeting notes .doc 

CA Patrol report .doc 

CA Infrastructure study .xls 

CA Personality study .ppt 

PSYOPS Atmospherics .doc 

PSYOPS Patrol report .doc 

PSYOPS Media (SCAME) report .doc 

Engineers Atmospherics .doc 

EOD Infrastructure data .doc 

Self IED analysis .doc 

Self Intelligence Report (INTREP) .doc 

Self Photographs .jpg 

Self Atmospherics .doc 

Self Intelligence Summary (INTSUM) .doc 

Self OpOrder Intel Annex .doc 

Self Local Collection Plan .xls 

Self List of Named Areas of Interest 
(NAI) .xls 

Self List of Targets .xls 

Self Black list/target list .xls 

Self BATS query .sql 

Self Link diagram .anb 

Self BOLO list .ppt 

Self Geospatial product .gif 

R&S Intelligence Report (INTREP) .txt 

R&S Target photographs .jpg 

Sample “Data in the wild” sources and formats  
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. Ontology: Key to Multi-INT threat id and prosecution 
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Cell Phone 
Number 

Vehicle 
Tracking 

Descriptions 

© 2008 Semandex Networks Inc. All Rights 
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. Ontology: Key to multi-source connected intelligence 
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Automobile 
Type: Station Wagon 
Color: White 
Make/Model: Ford Taurus 

Person 
Build: Light 
Gender: Male 
Height: Medium 
Build: Medium 

Drives 

Uses 

Phone 
Number: 963-253-138-1593 

© 2008 Semandex Networks Inc. All Rights 
Reserved. 
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From Contextual Questions to Tactical Alerts 

Contextual Questions (Sample) Threat Models 

Semantic Wiki for Tactical 
Applications 

Observable 
Feature Models 

•  People – Who are the high threat level individuals? Where are they? Do we 
know their name? Could they have multiple identities? Where do they live? 
Where do they hang out? Where have they been, and where are they likely to 
be? Do they have any identifiers we can track or spot?  

•   Places - Where are the enemy bases of operations, bed-down locations, 
potential planning bases where several targets gather? What’s the current 
status of these locations? Are they active? Who occupies this place? What’s 
the main purpose (religious, political, business, factory)? Who owns it? What 
are its structural details?  

•  Organizations – Are these two individuals connected? How? Who and where 
are the influential individuals in the organization? Where have all the members 
of this group been in relation to one another (dates, locations and 
associations)? 

•  Events - Who and where are the likely perpetrators of an event? Why did 
they select this target? Why did they not select this other target? Is this activity 
a threat precursor, based on known tactics and trends? Do we have any data 
that supports the assumption that this individual was the perpetrator of this 
attack? 

•  Information - What’s the current AO threat condition? Are there any I&W of 
threats in progress in our AO? Any SAR regarding surveillance activities? 
Who are the high intelligence value individuals? Where are they? What 
information do we have from high intelligence value individuals regarding a 
group or Person of Interest? Is this individual a trustable informant?  

PM-Intel 
Solution 
Package 

Tango Core – 
Semantic Platform 

Threat Characterization 

Events 
in AO 

“Phone Call” behaviour events 
To/From Place, Device or Person 

      on Black List 
Known code words 
Person Out of Place 

Suspicious Time Patterns 
Unknown device 

Matching  
observations 

UNCLASSIFIED 

UNCLASSIFIED 
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. A Wiki Like No Other 

•  Next-generation (Web 3.0) collaborative information 
management software 

•  Enables people and computers to collaborate in 
linking and organizing information 

•  Collect, organize and keep up to date critical data 
regarding people, places, events and other types of 
entities 

•  Connected Intelligence by Semandex.  
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. Connected Intelligence: A Systems View 
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. Functional Architecture 

Tango Core Schema 

Tango 
Apps 

Tango 
Widgets 

Import/ 
Export 

XML 
KML 
GraphML 
JSON 
CSV 
OWL/RDF Java REST  

SWIM is a Tango-based solution consisting of: 
1. Domain-specific schema 
2. Customized Tango Apps 
3. Customized Tango Widgets 
4. Specialized Import/Export templates 

© 2008 Semandex Networks Inc. All Rights Reserved. 
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. Designed for Ease of Use in the Wild 

 All relevant information is accessible with a web 
browser, organized and up-to-date 
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. Semantics dictate how users edit and update pages 
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. Semantics dictate how users link pages 
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. …and users can add their own tags to any page too 
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. Semantics lets users create Smart Lists 
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. Semantics help find likely people 

  Tango App runs 
multiple weighted local 
queries and scores 
results 

•  Persons Associated 
With Call Sign (Exact 
Match) 

•  Persons Associated 
With Call Sign 
(Sounds Like) 

•  Persons Associated 
With Call Sign (String 
Contains) 

•  Persons By Name 
(Sounds Like) 

•  Persons By Name 
(String Contains) 

•  Persons Linked to 
IMSI 

•  Persons Linked to 
IMEI 

•  Persons Linked to 
MSISDN 
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. Establish identity of caller by provided call sign 

 Operators link devices to people 
 Tango automatically links people to call ends 
 Tango searches call transcripts of linked calls  
 Tango returns likely people 
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. Users import data from external sources 
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. Users are kept always up-to-date 
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. Event pages are automatically created 
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. Users set and receive alerts for when new data is added 
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. Analysts workflow is captured linking widgets together 
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. Semantics facilitate location-based analysis 
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. Event-based architecture supports  time-based analysis 
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. Users maintain situational awareness over space and time 
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. One-click data export enables association-based analysis 
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Contextual Questions for an IED Attack 

•  How can we counter the same threat in the future? 
–  Can we find any patterns that provide future indications, TTPs 

or related information? 
not some other target? 

Area Characterization 
Has Domain 

Events in AO 
Has Characteristic 

“Enter Area” behavior event types  
Loitering, Stop, Too Slow, Turn Around, 
Exit Area, Too Fast, Hard Acceleration, 
Hard Deceleration, Arrival, Changing 
Lanes 

Characterization of 

Matching  
observations 

when computed observation  
prob exceeds normal threshold 
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IED Scenario: Area 
Characterization Page 
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IED Scenario: Area Characterization 
Page Monitoring Events 



. . © 2008 Semandex Networks Inc. All Rights Reserved.  29 

IED Scenario: Area Characterization 
With Profiled Events Detected 
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IED Scenario: Pre-Attack 
Events Detected 
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POC: Dr. Daniel Reininger 

dan@semandex.net  

David Ihrie 

dihrie@semandex.net 

Questions? 


