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PlugFest Events Summary 
(Over 1200 visitors/300 Collaborators) 
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PlugFest Events Summary 
(Multiple Organizations) 

Challenge Sponsor Event 
Intelligent Common Operational 
Picture 

Security Network Security Summit 

DI2E Architecture OSD(I)/DI2E DI2E PlugFest 

Operational Cyber Logistics AFCEA 
US Cyber Command 

AFCEA Cyber Symposium 

Army Common Map API 
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GMU Academic PlugFest 

Basic Cyber Attack on U.S. Ports InterAgency Board IAB Meeting 
Advanced Cyber Attack on U.S. 
Ports 
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USNI 
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SPAWAR 

West 2014 

Common Map API OSD(I)/DI2E DI2E PlugFest 
Sustained Communications AFCEA 

US Army 
AFCEA Technet Augusta 
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(Transitional Organization) 
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PlugFest Consortium Action 
(Transitional Organization) 
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Your Story 
Agile is to Development, as PlugFest is to V&V 

What can I do today deliver better stuff faster? 
What will I do today that is outside of my comfort 
zone? 
What will I do to help teach others? 
Place to discover and test theories, best 
practices, programs (virtual, scalable PlugFest lab) 
Place to teach (virtual classroom) 
Place to respond (virtual center of excellence) 
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Quote 

“I must have heard “cool” a thousand times!” 



Government Provided Problem: Cyber Attack on 
the Ports of Los Angeles & Long Beach 
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Real Cyber Data 
(Real Attacker, Anonymized Victim)  
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Every Application is part of the 
Common Operational Picture 

The COP is shared awareness delivered 
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Question: What would take out loading capability at Ports of LA 
and Long Beach? 

- Loading/Unloading Ships SCADA DoS Attack 
Crude Oil, Chorine, Xylenol spills 
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Question: What is the most immediate impact? 
Chlorine Plume 

Fused, updating picture on PowerPoint, Excel, and Operations 
Dashboard 
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Question: What would take out loading capability at Ports of LA 
and Long Beach? 
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Question: How do we detect and defend sophisticated 
cyber-attacks against systems (including CIKR)? 

Leverage Complex Event Processing to correlate data in real-time from a 
variety of monitoring sensors, providing alerts and automated responses 

malware file processing stateful behavioral analysis 

Monitor hacktivists via social media 

COP / dashboards 

Coordinate key personnel 

response plans 
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Question: How does the public know where to go to be safe?  

Interactive Tactical Map 
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Question: How do we alert medical threat (red) in the plume, 
and evacuation (yellow) ahead of the plume? 
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Question: Attack on responders: how is response prevented? 
(EAS & ITS Attacks) 

Evacuation 
Evacuation 

Traffic Jam 
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Question: How do you develop and implement courses of 
actions against cyber attack? 

http://www.afcea.org/
http://www.afcea.org/


Question: How do we assign restoral tools across multiple 
platforms simultaneously? 
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