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Limitations of Vulnerability
Scanners

» Generate overwhelming amount of data

+ Example Nessus scan

Elapsed time: 00:48:07

Total security holes found: 255

High severity: 40

Low severity: 117

Informational: 98

* No indication of how vulnerabilities can be combined

» Can an outside attacker obtain access to the Crown
Jewels?

* Where does a security administrator start?




Limitations of IDSs

Generate overwhelming number of alerts

Many false alerts — normal traffic or failed
attacks

Alerts are isolated

No indication of how alerts can be combined
Incomplete alert information

Where does a security administrator start?

Is the attacker trying to obtain access to Crown
Jewels?

Require extensive human intervention

Summary

Current security measures largely
independent

Little synergy among tools

Vulnerabilities considered in isolation may
seem acceptable risks, but attackers can
combine them to produce devastating
results




What is lacking?

 Context for total network security

* How outsiders penetrate firewalls and
launch attacks from compromised hosts

* |nsider attacks
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smrsh (supplied by Sendmail) is designed to prevent the executl
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and slash characters, a user may he able to bypass the checks
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Risk factor : Medium

CVE : CAN-2002-1185

BID : 5845

The remote sendmail server, according to its version number,
may be vulnerable to a remote buffer overflow allowing remote
users to gain root privileges.

Sendmail versions from 5.79 to 8.12.8 are vulnerable.
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Simply Listing Problems
Misses the Big Picture!




Penetration Testing

Few experts available

Red teams can be expensive
Tedious

Error-prone

Impractical for large networks
No formal claims

Attack Graphs

An attacker breaks into a network through a
chain of exploits where each exploit lays the
groundwork for subsequent exploits

Chain is called an attack path

Set of all possible attack paths form an attack
graph

Generate attack graphs to mission critical
resources

Report only those vulnerabilities associated with
the attack graphs
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Even small
networks can
e yield complex

s attack graphs!
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FirstLayer

Vulnerability (3)

= source = id = from = to | = summary = description = solution
1 Bugtrag 1980 outside dmz_web Microsoft Windows |An unsafe buffer copy existsin  Microsoft has released a
Media Player ASX the Active Stream Redirector cumulative patch which
Buffer Overflow (ASX) in Windows Media Player. eliminates the vulnerability.

2 Bugtraq 13232 outside  dmz_mail Mozilla Suite XPinstall Mozilla

JavaScript Object passed to installation objects. advisory along with

Instance Validation

3 Bugtraq 13233 outside dmz_mail Mozilla Suite Mozilla

Document Object verify Document Object Model advisory along with

Suite fails to verify input  Mozilla has released an

upgrades dealing with this
issue.
Suite fails to properly Mozilla has released an

DatabaseLAN
Goal: srvr_dl
Machines: 1

Model Nodes Code  (DOM) property values. upgrades dealing with this
Execution issue.
internet
Initial: outside
Machines: 1
MinimumEffort
Vulnerability
= source  Bugtrag
=id 1980 -
= from srvr_web ServerLAN
. ;r'w_dbﬂ Wind Media Play ASX Buffe pachines: 2
= summary Microsoft Windows Media Player ., uffer oo
Overflow Sxploits: 318
= description An unsafe buffer copy exists in the Active
Stream Redirector (ASX) in Windows Media
Player.
= solution Microsoft has released a cumulative patch
which eliminates the vulnerability. 2 5

i
ClientLAN
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ServerLAH

Machines: 2
Exploits: 318

]

dmz_web
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Machines: 2
Exploits: 56

2 explots
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dmz_web
Exploits: 41

Exploits: 56
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bt_MicrosoftwindowsMediaP
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ServerLAN
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Exploits: 318

1 exploit

1 exploit
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Limitations of IDSs

Generate overwhelming number of alerts

Many false alerts — normal traffic or failed
attacks

Alerts are isolated

No indication of how alerts can be combined
Incomplete alert information

Where does a security administrator start?

Is the attacker trying to obtain access to Crown
Jewels?

Require extensive human intervention
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Alert Correlation

» Correlate alerts to build attack scenarios

 For efficient response, this must be done
in real time

Attack Graph Approach

* Provides context for alarms

» Can help with forensic analysis, attack
response, attack prediction
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Hypothesizing and Predicting Alerts

» Correlation based on the prepare-for
relationship is vulnerable to alerts missed by
IDSs - Reassembling a broken attack scenario
is expensive and error-prone

+ By reasoning about the inconsistency between
the knowledge (encoded in attack graph) and
the facts (represented by received alerts),
missing alerts can be hypothesized

» By extending the facts in a way that is
consistent with the knowledge, possible
consequences of current attacks can be
predicted
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Intrusion Detection




Network Security Metrics

Hardening Network gy Risk Model
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FAA CSIRC Deployment, Leesburg, VA

Layersy Placesy Tools WNavigatey Extras

"mw@&ﬁ#ewtlegmn

Summary of CAULDRON

Automated analysis of all possible attack paths through a
network

— Resulting attack “roadmap” provides context for optimal
defenses

— Transforms volumes of isolated facts into manageable,
actionable results

Integrates with existing tools for capturing network
configuration

Your network is provably secure, with minimum effort

Best tool for making informed decisions about
network security
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Further Information:
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