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Uncertainty and Timelessness

“...The commander is compelled during the whole
campaign to reach decisions on the basis of situations that
cannot be predicted ... The problem is to grasp, in
Innumerable special cases, the actual situation which is
covered by the mist of uncertainty, to appraise the facts
correctly and to guess the unknown elements, to reach a
decision quickly and then to carry it out forcefully and

relentlessly.”

Helmuth von Moltke, 1800-1891

Paret, P.; Craig; A.G.; Gilbert, F. (1986) Makers of Modern Strategy: From Machiavelli to
the Nuclear Age. London, UK: Oxford University Press (Page 289)
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What is Preventing True Netcentricity?

¢ |nability to produce a dynamic, comprehensive, and
accurate battlespace picture for the warfighter that
integrates tactical data from muiltiple intelligence
sources.

e |ack of automated techniques to integrate data
(geolocation, detection, and identification) from multiple
intelligence sources, in a consistent and timely manner.

e | ack of accurate and timely information about
battlespace objects and events to support warfighter
decision making in an asymmetric warfare.
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Knowledge and Data Fusion

Uncertainty
N

Cognitive Hierarchy

FM 6-0: Mission Command: Command and Control of

Fusion

DATA

Army Forces. Aug 2003.

Data Fusion

Association

Estimation

Level Process Process il
L3 Evaluation Game- Estimated
Impact (situation to Theoretic Situation
Assessment | actor’s goals) | Interaction Utility
L2 Relationship Estimated
Situation (entity-to- Relation Situation
Assessment entity) State
L.1 ASS|gnm9nt Attributive | Estimated
Object (observation- )
: State Entity State
Assessment to-entity)
.LO As&gnmgnt : Estimated
Signal (observation- | Detection |..
Signal State
Assessment | to-feature)

JDL Data fusion levels

White, F.E., “A Model for Data Fusion”, Proc. 1st National
Symposium on Sensor Fusion, 1988
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Shortfalls of Current Approaches

e Either cannot achieve fusion levels 2 and above
(JDL model), or can do so only in controlled
environments (limited scalability and expressivity).

e Limited ability to cope with uncertainty, typically
ignoring or mishandling it.

e Can handle only standardized messages, special
-case scenarios, and specific sensor types, leading
to interoperability issues and less than optimal use
of available information.
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The Missing Pieces
| Connect reports to

—— ~if_":~%§ti¢ == situations
e S, e ,
s

4
&Y

-'k;;&k‘\-‘, . 5 .
- |Link information to knowledge
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The Way Forward

¢ Rigorous mathematical foundation and efficient algorithms to
combine data from diverse sources for reliable predictive
situation assessment

e Automated techniques to reduce warfighter's information
processing load and provide timely actionable knowledge to
decision makers

¢ Interoperable methodologies for propagating uncertainty
through the integration process to characterize and
distinguish situational conditions for predictive analysis and
Impact assessment under various behaviors and
environments

e Semantically aware systems for interoperability in net-centric
environment
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C4| Center’'s Multi-Disciplinary Approach

e Developing interoperable ol !
enabling technologies based 'l /g A\ 5:‘3
on Multi-entity Bayesian o ey SO T ae
Networks, Probabilistic
Ontologies, and pragmatic
frames to support Net
Centric operations

e Developing mathematically rigorous and computatlonally
efficient algorithms based on Spatio-Temporal Hypothesis
Management and Efficient Hybrid Inference to provide
dependable predictive situational awareness Developing formal
approaches and tools to represent command intent and to
reduce ambiguity in operational communications.
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Interoperation vs. Integration

Liﬁaggg)ilit fit-to-purpose
_p_ ' d — responsiveness
flexibility

NOT Polar Opposites!

SPECTRUM of INTERACTION MODES

* adapted from: J.T. Pollock, R. Hodgson, “Adaptive Information”, Wiley-Interscience, 2004
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Example: Kill chain

find s> fix > track— target — engage—sassess

Engage
Formulate attack

Position weapon
system

~

interoperation integration
Assess P 9

Weapon
Select

Commit Field of view, scope

|

" CiD Employ weapon
| Parallel Weapon fly-out
: Processes

Information-centric

» The Kill chain illustrates the co-existence of interoperation and integration
modes of component interaction.

» Early activities in the chain are characterized by larger field of view and
have more information-centric functions than do later activities. They need
the loose coupling and flexibility of interoperation.

 Later activities are more action-centric requiring the tight coupling and
responsiveness of integrated components.
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Linguistic Levels of Information
Exchange and Interoperability

Pragmatics, - > |Pragmatics

Semantics

Semantics

SYNLEX SYNLEX
System Participant System Participant

Linguistic Level of
Information Exchange

Pragmatic — how information in messages is The receiver re-acts to the message in a manner that the
used sender intends (assuming non-hostility in the collaboration).

A System of Systems interoperates at this level if :
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Ontologies

¢ |n Philosophy: the study of nature of being and knowing

¢ In Information Systems: many definitions

An Explicit formal specification on how to
represent the objects, concepts, and other
entities that are assumed to exist in some
area of interest an the relationships among
them. (dictionary.com)

In information science, an ontology is the
product of an attempt to formulate an
exhaustive and rigorous conceptual schema
about a domain. An ontology is typically a
hierarchical data structure containing all the
relevant entities and their relationships and
rules within that domain (Wikipedia.org).

an ontology is a set of concepts - such as
things, events, and relations - that are specified

in some way (such as specific natural

language) in order to create an agreed-upon

vocabulary for exchanging information.
(whatis.com)

Is a formal specification of a
conceptualization (Gruber)

An ontology models the vocabulary and
meaning of domains of interest: the objects
(things) in domains; the relationships among
those things; the properties, functions, and
processes involving those things; and
constraints on and rules about those things
(DaConta et al., 2003)

An Ontology formally defines a common
set of terms that are used to describe and
represent a domain. Ontologies can be
used by automated tools to power
advanced services such as more accurate
Web search, intelligent software agents
and knowledge management. (Owl Use
Cases)

A partial specification of a conceptual
vocabulary to be used for formulating
knowledge-level theories about a domain of
discourse. The fundamental role of an
ontology is to support knowledge sharing and
reuse. (The Internet Reasoning Services
project - IRS)

What is really important?
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Semantics in Data Fusion

¢ [nformation in the battlefield comes from reports
from diverse sources, in distinct syntax, and with
different meanings.

e Effective interoperability requires understanding the
relationship between reports from different systems
and the events reported upon

e Semantically aware systems are essential to
distributed knowledge fusion.

¢ Ontologies are a means to semantic awareness
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Asserted vs. Inferred

DEE FEE & ¢ EEE [
[ @ Metadata(pizza.owl) @ OWLClasses = B Properties 4 Individuals = Forms}

SUBCLASS EXPLORER : CLASS EDITOR for RealltalianPizza (instance of owl:Class)
For Project: @ pizza.owl For Class: [hnp:/ /www.co-ode.org/ontologies/pizza/2005/10/18/pizza.owl#RealltalianPizza { [ Inferred View

Asserted Hierarchy "’lE |Q §| @l Qll} [J Annotations

) owl:Thing Property |Value | Lang
v @ DomainConcept =1 rdfs:comment This defined class has conditions that are part of the definition: ie any Pizza that has the en
© Country country of origin, Italy is a RealltalianPizza. It also has conditions that merely describe
@ IceCream the members - that all RealltalianPizzas must only have ThinAndCrispy bases.

v @ Pizza rdfs:label PPizzaltalianaReal 'pt
© CheeseyPizza )

© InterestingPizza :
© MeatyPizza | 8 | @ | Ql & Asserted Conditions

» @ NamedPizza NECESSARY & SUFFICIENT
— ® Pizza
© Nonvegetarianpizza © hasCountryOfOrigin has ltaly =
|5 RealltalianPizza -
© SpicyPizza 2 hasBase only ThinAndCrispyBase
© SpicyPizzaEquivalent INHERITED
© VegetarianPizza hasBase some PizzaBase [from Pizza][ ]
© VegetarianPizzaEquivalentl
© vegetarianPizzaEquivalent2
» @ PizzaBase
» @ PizzaTopping
v @ ValuePartition
v © Spiciness
:Hot @D Disjoints
@ Medium
@ Mild

3'3'343'& @EE @ Logic View () Properties View
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Ontologies vs. OO

Ontologies Databases / OO
e Rely on logical reasoners to e Rigidly defined classes that
infer class relationships and govern the system behavior

instance membershi _
P e All instances are created as

e Flexible format that adapts members of some class.
its class structure as new e Changing a class affects all of
information is learned its instances

e Open World Assumption / e Closed World Assumption /
Well suited for open Well suited for top down
systems governance
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Ontologies and Uncertainty

e There are many kinds of uncertainty, e.g.:

» Noise in sensors
» Incorrect, incomplete, deceptive human intelligence
» Lack of understanding of cause and effect mechanisms in the world

e Representing and reasoning with uncertainty is essential
e But...

Traditional ontological Engineering methods
provide no support for representing and
reasoning with uncertainty in a principled way
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Deterministic Reasoning

Concepts
animal, carnivore, herbivore

Relationships
carnivore is-a animal
herbivore is-a animal
carnivore eats herbivore
lion is-a carnivore

zebra is-a herbivore

Carnivore Herbivore

=

eats (1,00)

Reasoning < P > 7 < o >
lion eats zebra ot
eats (1,00)
/GEORGE H
ms,,s "W | cicoie  Costa, Chang, Laskey, Carvalho 19 GMU - AFCEA Symposium - May 18, 2010




Deterministic Reasoning

(... iIs not always suitable to the problem)
e All Birds lay eggs
e Many aquatic birds have Duck-like bills
e Many aquatic birds have webbed feet (like ducks)

e All aquatic birds swim very well and can hold breath for a
long period

e Joe:

Is an egg-laying animal
Has a Duck-like bill
Has webbed feet

vV Vv Vv Vv

Swin very well and can hold breath for a long period

e Therefore: Joe is a...

EEEEE g
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Joe is a Duck-Billed Platypus
(a mammal)

e |tlays eggs like a bird or a reptile
(this makes it a monotreme
mammal)

e The males have poison like a snake
In spurs on their hind legs. The
poison can kill a dog and cause
extreme pain in people.

e They have a bill like a duck.
e They have a tail like a beaver.
e They have webbed feet like a duck.

e The mother's milk comes out through
glands on her skin and the babies
lick it off of her fur.

Duck-billed Platypus Flattened,
Qrnithorhynchus ahatinus Short dark furry tail
) hrown fur
Closable Tiny ear

Eyes slits

nostrils

Cloaca

Elue-gray hill,
shaped like a
duck's hill

Foisoned
shike on
male's ankle

Wehhed, 5-toed

feet with no hair
Copyright @1999 EnchantedLearning.com
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A Pragmatical View

e
v Cl asses,
PR-OWL Ontology LR

7
g8

Evidence

New Data

e
Knowledge Base
Logic Reasoner

won | Uncertainty-free Information

Classes,
Instances,
etc.

W= Logical Reasoning

Reasoners

Probabilistic KB

Bayesian Reasoner

Typical Web Service/
Agent's Knowledge Flow

Evidence

Bayesian Reasoning
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How about Bayesian Networks?

StarshipType

Cardassian 2.47 Zone Nature
Friend 247 lg—]| DeepSpace

Kl|n 29 9 netarySystems .
U n k 1 ‘ E@,n

Upd te rj@f e.} efs as

e Il new
SensorReport W .
ciata can dBTE
Klingon 29.2 0
Romulan  32.0 0
Unknown  14.7 100

The Star Trek Problem: Discriminating Starships and making
decisions with incomplete and uncertain knowledge

C41 Coer Costa, Chang, Laskey, Carvalho
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Why not BNs?

Starship 1 Type

Starship 3 Type
Zone Nature

Cloak Mode 1 € Cloak Mode 3
Black

Sensor Report 1 Sensor Report 3

Magnetic Disturbance Report

CA

Starship 2 Type Starship 4 Type

Cloak Mode 2) {(Cloak Mode 4

Sensor Report 2
|unKnown 4./ F | |

Sensor Report 4
1 p—

How about multiple starships showing up at the same
time? One BN for each situation?
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Multi-Entity Bayesian Networks

StarshipCIass(lST ) 4 Exists(IST1) 4 ZoneShips(lZO)  ———— Exnsts(lST2) StarshipCIass(ISTz)

% "’mmﬂﬂﬂ IsA(Starship, st) XIsA(TimeStep, 1)) ‘ A(Starship, st) Y(IsA(TimeStep, t)) jmeSte @

@Iass(lSRﬂ 'p’D OpSpecnes(lST1) Starship ow. ZoneNature(1Z0)= OpSpecies(IST2) (z-&érshipZon(SRClass(lSRz))
~usArwreStep, t) ) (IsOwnStarship(s))

|
ISTsA CloakMode(1ST1)(prev=Previt) B 0 7 IST2
| SR@DIanetD ;tF’romOwn(p, tprev) ) ‘ StarshipType ISR2
Harmp HarmPotential(1S Cardassian 2.47 jd

Spec(t)) (Harm?'otentlal(‘s't‘t% ‘»

oneldl .‘s =kModetst—( CloakMode(!ST2)

HarmPotentlaI(ISTz ITopne MFrag

SRDistance(!SR1, ITO Friend
;mum@?om) P Klingon 2 “ @ SRDlstance(lSR2 170)
Romulan ‘,.“ BIackHoIeBo — (Zoneeships(z)
Tr-ansp(DustFrom0wn(IST1 ITO»’_) Unknown ‘L » LT R DlstFromOwn(lSTz ITO)

MFI"Og (BeamAbility(st,t) ) @ﬂﬁ

= | ol o m"s 2 (IsAZone, 2)) (Exists(st) )
(IsA(SensorReport, sr)) Starshir ‘ . ‘ IsA(Starship, st) )  (~lsOwnStarship(st) )
(Subject(sr)) ) MFra ‘- — : Exists(1ST4) z=StarshipZone(st) )
StarshipCIass(lSTS) _lL: Sensa : (oA(TmosEE, rov)
A S, S Exists(1ST¥ = jassian —— = StarshlpCIass('ST4)
Friend 1 RISt Z B i)l D
(SRClass(ISR3 @) ‘ (IsA(SensorR] Fr __“-—_&
( % SA(Starehip Ringon L3 OpSpeC|es(lST4 @I‘!
oY SRCIass(ISR4)
IST3| (CioakMode(!ST3)) CIoakMode(lST3  Unknown 147 OIS romOwn )

OpSpeues(l ST3) ]

ISR3 bwﬂg) ProtectOthers(lSTO))

@Dustance(lSRs ITO)¥. SRCIx (sr
egend ) § (HarmPotential(!ST3, ISTO)1+ MFrag

(Residefi Node )
DistFromOwn(IST3, ITOD

HarmPotent|aI(lST4 lTo))CIass( ) R'

CIoakMode(lST4)
- ( Ha#Potential(st,t) ) (CIoakMode(st)Si I
stence MFras z 2

Defense Action(1S0) DistFromOwn(IST4, IT0) SRDistance(!SR4, 1T0)
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MEBN Fragments

—

HarmPotential(st, t)

PlanetDistFromOwn(p, tprev) Self MFrag
@, [ G
CeneDtto

MF;
————
Starship Data
MF;
SR Data Mfrag
o)) @ypete)

=n
(BAT_ D) MFrag

Legend Sensor Report MFrag

Resident
Nodes

The danger to self MFrag

P

TSA(TimeStep, 1)

Starship MFrag

e Building blocks that collectively
form a model (MTheory)

e Each one stores a specific
"Chunk of knowledge"

Fragment Graph
—> (SAGErshp. )
— (IsOwnstarship(s) ) (-(s=st))
OpSpec(st) HarmPotential(st, t)

Cardassian True

Friend False

Klingon

Romulan

Unknown

N

DangerToSelf(s, t)

High

Low

% | Unacceptable

Medium

S
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PR=OWL Probabilistic Ontology Language

e Upper ontology written in W3C-recommended OWL ontology
language.

e Represents probabilistic knowledge in XML-compliant format.

e Based on MEBN, a probabilistic logic with first-order
expressive power

e Open-source, freely available solution for representing
knowledge and associated uncertain

e Reasoner under development
In collaboration with University

f Brasili
Iﬁareg:ri?al“ N ;‘- S, &> Main Classes / Elements
N\ RV states ) o a,;; ~ + Meta-Entity -
\__ Entity ) .7 SubClasses
@ Reified Relationships

€2 Support / Built-in Elements
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PRzOWL General Architecture

- .-
Finding ™

- -
\ Input )
-y, =i
e~ 2 Benerative™

.
-
-‘ ' s
-

# Categorical™~* Y :a- - - &> Main Classes / Elements

RV states - T o~ = = s Meta-Entity
\‘.-') G:,;W - SubClasses

€ Reified Relationships

@ siorn
- elationship
Boolean -

(I RV states " = .

€2 Support/ Built-in Elements

Context ! ’

td PR-OWL

-
t

Argumen : Input -———
elationship . # Domain
Residen
= - BRRR
- . ' pu————
¢~ Finding ™~
Probability i~ Resident
assignmen — M
2 Declarative™
BrobabIy distribution
Distribution ¢~ o
= 2 “PROWL >
- table
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e o e §e s sam ey . " o

@ UnBBayes : . ) - @M

BRI

] % MFrag AltackPlanMFrag

——MTheory Tree————— =55 AttackPlanMFrag
8 LahoreBombing
¢ B AtackPlanMFrag
SuppliesWpnhtrl
Politicallmportance
IsAgentOf
IsActivePlan
IsTarget
@ IsExpectedAt
@ SNRival
@ IsWeaponSupplier
¢ B LocationReportMFrag
HUMINTLocationRe
MissingCarReport
@ AgentAt
@ IsExpectedAt
¢ B SocialNelworkMFrag
SNRival
SNRelated
IsWeaponSupplier
@ IsAgentOf
@ IsAgentOf

IsAgentOf{agt, pin
¢~ B LocationConstraintMFra g {agt, pin)
LocationConstraint | «|
[«] 1 T T»l \

SuppliesWpnhtri{agt, pin) j

A

isA(agt PrsnOfintrst_label) isA{pln AttackPlan_label) isAitot Venue_lahel) isAlv,PrsnOfintrst_label)

Paliticallmportancetgt) IsActivePlan(pin) IsExpectedAtiy,tat) SNRival(v,agt)

IsTarget(tat, pln)

Is¥eaponSupplier(agt)

] @] [=]=]a]=]-][n] [a] E
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Resources - PR-OWL Website

O OO T

PR-OWL: A Bayesian extension to the OWL Ontology Language

PR-OWL | MEBN | Bayesian Networks | UnBBayes®

Background Material m-om
&= e B A Bayesian Framework for Probabilistic Ontologies

[enowe Guice

ELR-OM.SumnDB
PR-OWL is an open research work aimed to extend the OWL® ontology Web language so
PR-OWL Ontologies ~ it can repr it pi llistic ontologies. In other words, it is a probabilistic extension to
- OWL that provides a framework for authoring probabilistic ontologies and is based on the
On this page S ' Bayesian first-order logic called Multi-Entity Bayesian Networks (MEBN).
Whnat is PR-OWL? i

What is PR-OWL?

A More Detailed Explanation

Uncertainty is ubiquitous. Any representation scheme intended to model real-world actions and processes must be able to cope with the
effects of uncertain phenomena.

URW3 Charter
3’:“’“"‘" Am}wsmwdmﬁmmm:ww‘mebmn inability to represent and reason about uncertainty in @ sound and
principled manner. This not only hinders the realization of the original vision® for the Semantic Web, but also ralses an unnecessary

Search
pr-owl.org barrier to the development of new, powerful features for general knowledge applications.

m: The overall goal of our research is to establish a Bayesian framework for probabilistic ontologles, providing a basis for plausible reasoning
O any word services in the Semantic Web. As an initial effort towards this broad objective, this dissertation introduces a probabilistic extension to the

O::an Web ontology language OWLE, thereby creating a crucial enabling technology for the development of probabilistic ontologies.

The extended language, PR-OWL (pronounced as "prow!”), adds new definitions to current OWL while retaining backward compatibility
with its base language. Thus, OWL-built legacy ontologies will be able to interoperate with newly developed probabilistic ontologies.
PR-OWL moves beyond deterministic classical logic (Frege, 1879; Peirce, 1885), having its formal semantics based on MEBN probabilistic

Costa, Chang, Laskey, Carvalho 31 GMU - AFCEA Symposium - May 18, 2010




Agenda

e Knowledge Exchange in C?

e Ontologies

e Probabilistic Ontologies
» e Case Study: PROGNOS

Mz é‘ﬂ ZEee:
91,\! choon  Costa, Chang, Laskey, Carvalho 32 GMU - AFCEA Symposium - May 18, 2010 SRErE

UNIVER



® ® rrroGraos

’ Prognos Vision

¢ Provide principled higher-level fusion
through state-of-the-art knowledge
representation and reasoning

e Provide situation awareness and
predictive analysis

Predictiong|
Impact Assessmen

.O. (7
..'PROGNOS
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IR OGNOS

Operational Concept

Intelligence
Analyst

Predictions &
Impact Assessments

Predictions &
Impact Assessments

Queries Predictions &

Predictions &
Impact Assessments Queries

Queries
Impact Assessments

Queries

P
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High-Level Design Concept

External World

PROGNOS

Knowledge Storage Reasoning Module Knowledge Exchange
Module

Platform Sensors
and Tactical C2
Center Data

i | FORCEnet Peers

o Integrate the enabling technologies in a distributed system architecture
* Represent domain knowledge as MEBN fragments that define situation variables
* MFrags are small and model “small pieces” of knowledge for building complex model

o Perform hypothesis management for predictive situation and impact assessment

» Match new evidence to existing hypotheses and/or nominate new hypotheses via MC2HM,
generating an approximation to the posterior distribution of hypotheses given evidence

» Pass results to the inference module, which builds a Bayesian network to predict future events

o Enable Distributed net-centric SOA

» Probabilistic ontologies fill a key gap in semantic matching technology, facilitate wide-spread usage
of Web Services for efficient resource sharing in distributed FORCENet. environments

P
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Architecture Components

* Interoperability with PROGNOS External World
FORCENet and eXternaI Knowledge Storage Reasoning Module Knowledge Exchange
systems via a set of Modwe .. = s, 0 Madue

interchange POs

A I

ofle o o
Interchange
PO Library

Platform Sensors
and Tactical C2
Center Data

* Hybrid reasoning in
support for a Hypothesis
Management engine

A

v

* Internal entity storage
module in FORCENet
formatting

Semantic Services Registry
A

A

» Task-specific POs for
optimal mission-based
inferences, ensuring
modularity and helping
scalability | ~----7--o------------------ooooooooooooooo-

FORCEnet Peers

e

» Domain-agnostic Prognos Core library « Simulation module for both

In support to general reasoning and system training and evaluation
Hypothesis Management
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Simulation

Wed 6:09 PM_ Rommel Carvalho Q.

x
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Links and Contact Data

e (Contact:
» http://cd4i.gmu.edu/~pcosta
C4l| Center:

» http://cdi.gmu.edu
PR-OWL

» http://www.pr-owl.org

e Uncertainty Reasoning for the Semantic Web

» http://cdi.gmu.edu/ursw/2009

e Semantic Technologies for Intelligence, Defense, and
Security (STIDS 2010)

» http://c4i.gmu.edu/stids2010
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Thanks for your Attention!!!
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