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VIR	  ObjecVves	  

•  Develop	  a	  real-‐&me	  method	  for	  alloca&ng	  
netcentric	  plug-‐and-‐play	  tac&cal	  collec&on	  assets	  	  
–  Adapt	  and	  op&mize	  for	  missions	  
–  Account	  for	  evolu&on	  of	  tac&cal	  red	  and	  blue	  situa&on	  
–  Provide	  a	  smart-‐push	  of	  informa&on	  to	  the	  warfighter	  

•  Make	  the	  methodology	  consistent	  across	  the	  
military	  value-‐chain	  enterprise	  	  	  
–  Support	  acquisi&on,	  deployment	  and	  opera&on	  with	  a	  uniform	  
and	  scien&fically	  sound	  technical	  approach	  

–  Develop	  a	  common	  core	  algorithmic	  approach	  
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VIR	  Conceptual	  Approach	  
•  Work	  backwards	  from	  opera&ons	  to	  deployment	  to	  
acquisi&on	  

•  Opera&ons:	  address	  complexity	  and	  op&miza&on	  of	  
alterna&ve	  linkages	  of	  netcentric	  assets	  in	  a	  single	  area	  
of	  opera&ons	  

•  Deployment:	  op&miza&on	  over	  N	  area	  of	  opera&ons	  
accoun&ng	  for	  mission	  priori&es	  

•  Acquisi&on:	  add	  cost	  of	  assets	  into	  op&miza&on	  and	  do	  
what-‐if	  simula&on	  by	  itera&ng	  alterna&ve	  deployments/
opera&ons	  
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VIR	  Technical	  Approach	  

•  Develop	  algorithms	  to	  	  
–  allocate	  a	  set	  of	  ISR	  assets	  across	  a	  set	  of	  FOBs;	  and	  	  
–  determine	  emplacement	  of	  the	  ISR	  assets	  within	  each	  FOB’s	  opera&ng	  area	  

•  Such	  that	  the	  global	  effect	  is	  to	  maximize	  the	  value	  of	  
received	  informa&on	  per	  cost	  according	  to	  	  	  
–  tac&cal	  scenarios	  of	  interest,	  threats	  and	  associated	  condi&ons	  of	  interest,	  cost	  of	  

assets	  

•  Prototype	  the	  capability	  and	  perform	  experiments	  to	  
determine	  
–  prac&cal	  limita&ons	  and	  addi&onal	  requirements	  of	  methodology	  implementa&on	  

–  scalability	  across	  ISR	  assets	  and	  number	  of	  FOBs	  

•  Focus	  on	  RPV	  tac&cal	  scenarios:	  C-‐IED,	  ambush	  and	  HVI	  
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COIs	  and	  ACs	  

•  Condi&on	  of	  interest	  (COI)	  is	  an	  incident	  of:	  
–  IED	  emplacement	  (I)	  

– Ambush	  in	  prepara&on	  (A)	  
– High	  value	  individual	  in	  FOB	  opera&ng	  region	  (H)	  

•  Admissible	  configura&on	  (AC)	  of	  ISR	  assets	  is:	  
–  set	  of	  ISR	  assets	  
–  sequen&al	  workflow	  of	  those	  assets	  
–  that	  can	  detect	  a	  COI	  
–  and	  report	  the	  COI	  detec&on,	  i.e.	  have	  it	  brought	  to	  
the	  a_en&on	  of	  a	  warfighter	  
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ISR	  Assets	  
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Admissible	  ConfiguraVons	  
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DetecVon	  &	  ReporVng	  
Probability	  Model	  

•  Determina&on	  of	  ISR	  value	  requires	  es&ma&ng	  
probabili&es	  that:	  
–  	  admissible	  configura&on	  ac	  assigned	  to	  surveillance	  
zone	  sz	  in	  &me	  period	  ∆t	  	  

– will	  detect	  and	  report	  incident	  	  i	  of	  COI	  type	  c	  (e.g.,	  
IED	  emplacement)	  given	  that	  i	  occurs.	  

•  Expressed	  as	  Pc,	  ac,	  sz,	  ∆t	  
•  Presence	  of	  several	  factors	  (terrain,	  &me	  of	  day,	  
etc.)	  affec&ng	  detec&on	  probabili&es	  requires	  use	  
of	  probability	  models	  to	  es&mate	  P	  values	  

•  Bayesian	  network	  used	  to	  model	  probability	  
distribu&ons	  for	  each	  admissible	  configura&on	  
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Bayesian	  Network	  Structure	  
•  Bayesian	  Network	  links	  together	  and	  does	  inference	  across	  

mul&ple	  condi&onal	  probabili&es	  to	  arrive	  at	  marginal	  
probability	  that	  ac	  detects	  and	  reports	  incident	  i	  in	  sz	  during	  
specified	  &me	  interval,	  given	  that	  the	  incident	  occurs:	  	  
–  P(component	  #1	  of	  ac	  triggers*	  |	  incident	  i	  occurs)	  for	  ac	  assigned	  to	  sz	  	  

–  P(component	  n	  of	  ac	  triggers	  |	  component	  n-‐1	  triggers)	  for	  each	  component	  n	  
of	  ac	  assigned	  to	  sz	  	  

*triggers	  =	  receives	  signal,	  performs	  func9on,	  and	  sends	  signal	  

•  Probability	  that	  each	  component	  of	  ac	  triggers	  properly	  can	  be	  
affected	  by	  terrain,	  distance	  from	  sz,	  human	  or	  mechanical	  
error,	  etc.	  

•  Overall	  probability	  that	  incident	  i	  is	  detected	  and	  reported	  is	  
the	  joint	  probability	  that	  all	  components	  func&on	  properly	  for	  
the	  ac	  watching	  for	  the	  COI	  in	  sz	  when	  i	  occurs	  
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AC	  Workflow	  	  
to	  Bayesian	  Network	  

Asset	  Configura&on	  #12	  	  	  	  	  	  	  	  	  	  	  	  

Night	  Imager	  

Dismount	  
Detector	  

Comm.	  Link	  

Manned	  
Ground	  
Plahorm	  

Bayesian	  Network	  Detec&on	  Probability	  
in	  Agricultural	  Surveillance	  Zone	  
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ConVnuous	  IPB:	  
The	  Threat	  StochasVc	  Process	  (TSP)	  
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•  	  TSP	  summarizes	  a	  priori	  expecta&on	  of	  likely	  loca&ons	  of	  relevant	  
red	  threat	  ac&vi&es	  for	  a	  period	  of	  &me	  going	  forward	  

– Mathema&cal	  representa&on	  is	  a	  marked	  point	  (stochas&c)	  process	  (MPP)	  where	  a	  
“mark”	  is	  equivalent	  to	  a	  COI,	  and	  a	  mark	  instance	  is	  a	  COI	  instance	  

– MPP	  representa&on	  of	  TSP	  for	  intelligence	  prepara&on	  of	  the	  ba_lespace	  (IPB)	  is	  a	  
technical	  innova&on	  that	  aims	  at	  scien&fically	  sound	  con&nuously	  updatable	  IPB	  

• 	  TSP	  is	  fundamentally	  spa&al,	  i.e.	  geographic,	  incorpora&ng	  
–  terrain	  features:	  eleva&on,	  ground	  cover,	  hydrology,	  roads,	  etc.	  as	  they	  affect	  red’s	  
preference	  for	  sites	  to	  perpetrate	  threat	  incident	  (e.g.	  where	  to	  emplace	  IED)	  

– history	  of	  red	  threat	  ac&vi&es	  and	  incidents	  (e.g.	  IED	  emplacements,	  ambushes)	  
–  red	  loca&on	  es&mates	  (e.g.	  popula&ons,	  camps,	  safe	  houses,	  red	  logis&cal	  stores,	  etc.)	  

– blue	  opera&ons	  plans	  (usually	  at	  a	  general	  level)	  

• 	  The	  rela&ve	  likelihood	  of	  an	  a_ack	  in	  any	  given	  zone	  determined	  
based	  the	  factors:	  Blue	  Force	  presence,	  Red	  Force	  Presence,	  and	  
Terrain	  Suitability	  



TSP	  Red	  &	  Blue	  Factors	  

• 	  Blue	  Force	  Presence	  -‐	  A_acks	  can	  only	  occur	  if	  Blue	  Forces	  are	  
present	  -‐	  degree	  blue	  forces	  will	  be	  present	  rela&ve	  to	  
surrounding	  loca&ons	  without	  using	  historical	  data	  es&mated	  by:	  

– 	  	  Distance	  from	  FOB	  -‐	  There	  is	  more	  blue	  force	  ac&vity	  near	  FOBs	  
– 	  	  Road	  type	  and	  road	  network	  density	  -‐	  Larger	  roads	  are	  use	  more	  frequently	  by	  
blue	  forces	  and	  areas	  with	  many	  roads	  have	  a	  be_er	  chance	  of	  blue	  ac&vity	  than	  
areas	  with	  fewer	  roads	  

• 	  	  Red	  Forces	  Presence	  -‐	  Red	  Forces	  do	  not	  want	  to	  travel	  large	  
distances	  to	  conduct	  a_acks	  

– 	  	  	  Areas	  with	  a	  larger	  number	  of	  red	  forces	  have	  a	  higher	  probability	  of	  a_ack	  vs.	  
areas	  with	  a	  smaller	  amount	  of	  red	  forces	  
– 	  	  Different	  local	  popula&on	  types	  contain	  different	  numbers	  of	  red	  forces	  

15	  



TSP	  Terrain	  Suitability	  

• 	  	  Suitability	  of	  a	  zone	  for	  an	  ac&on	  from	  Red’s	  
perspec&ve	  based	  on	  the	  zone’s	  terrain	  features	  

– 	  	  	  Vegeta&on	  type	  -‐	  Red	  forces	  prefer	  placement	  loca&ons	  that	  
have	  concealment	  

– 	  	  	  Preferred	  Emplacement	  Loca&ons	  -‐	  Red	  Forces	  prefer	  
loca&ons	  such	  as	  culverts,	  bridges,	  intersec&ons,	  etc.	  

– 	  	  Blue	  force	  vehicle	  speed	  -‐	  Slower	  Blue	  vehicle	  speed	  is	  
preferred	  by	  Red	  because	  it	  increases	  the	  probability	  of	  an	  
accurate	  a_ack	  

– 	  	  Eleva&on	  difference	  –	  IED	  and	  Ambush	  ac&vi&es	  be_er	  when	  
monitoring	  /	  a_ack	  can	  be	  conducted	  from	  above	  

16	  



IED	  TSP:	  Blue	  Force	  Presence	  
	  	  	  	  	  	  	  	  Distance	  from	  FOB	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Road	  Type	  

	  	  	  	  	  	  	  	  	  	  	  Road	  Density	  
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IED	  TSP:	  Blue	  Force	  Presence	  	  

Blue	  Force	  Presence	  Total	  =	  	  
	   	  Distance	  from	  FOB	  +	  Road	  Type	  +	  Road	  Density	  	  

Blue	  Force	  Presence	  Total	  
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IED	  TSP:	  Red	  Force	  Presence	  

Red	  Force	  PopulaVon	  Density	  
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IED	  TSP:	  Terrain	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Terrain	  Type	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Preferred	  Emplacement	  LocaVons	  
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IED	  TSP:	  Terrain	  (2)	  

	  	  	  	  	  	  	  	  	  	  Blue	  Force	  Vehicle	  Speed	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  ElevaVon	  Difference	  
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IED	  TSP:	  Terrain	  (3)	  
Terrain	  Total	  

Terrain	  Total	  =	  	  	  	  Terrain	  Type	  +	  Preferred	  Emplacement	  LocaVons	  	  
	   	   	  +	  Blue	  Vehicle	  Speed	  +	  	  ElevaVon	  Difference	  
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IED	  TSP:	  Region	  Limits	  

To	  remove	  unnecessary	  zones	  the	  final	  sum	  is	  mulVplied	  by	  
an	  “Is	  Road”	  and	  “Is	  Radius”	  boolean	  value	  (i.e.	  zero	  or	  one)	  

Is	  Road	   Is	  Radius	  
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IED	  TSP	  

IED	  TSP	  Total	  =	  (Blue	  Force	  Presence	  Value	  +	  Red	  Force	  Presence	  Value	  +	  	  Terrain	  Value)	  	  
	  *	  IsRoad	  *	  IsRadius	  

IED	  TSP	  Total	  
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Global	  ValuaVon	  of	  ISR	  
Resources	  

•  COI	  instance	  detected	  and	  reported	  by	  Blue	  yields	  a	  payoff	  
propor&onal	  to	  the	  poten&al	  future	  damage	  avoided	  –	  the	  
COI	  Instance	  Detec9on	  Value	  (CIDV)	  

•  Ini&al	  Theore&cal	  Upper	  Bound	  –	  With	  oracular	  knowledge	  
about	  when	  and	  where	  each	  COI	  instance	  occurs	  and	  ability	  
to	  perfectly	  detect	  and	  report	  instances	  as	  they	  occur,	  then	  
all	  COI	  instances	  would	  be	  detected	  and	  reported	  and	  
achieve	  the	  maximum	  possible	  CIDV	  

•  Tighter	  Theore&cal	  Upper	  Bound	  -‐	  	  Replacing	  oracular	  
knowledge	  with	  a	  sta&s&cal	  model	  of	  COI	  occurrence	  while	  
preserving	  perfect	  ability	  to	  detect	  and	  report	  all	  COI	  
instances	  for	  a	  given	  period	  of	  surveillance	  yields	  the	  
Unconstrained	  Expected	  ISR	  Value	  

26	  



Constrained	  Expected	  ISR	  Value	  

•  Constrained	  ISR	  system	  -‐	  imperfect	  detec&on	  and	  
repor&ng	  with	  limited	  assets	  -‐	  seeks	  to	  maximize	  the	  
Constrained	  Expected	  ISR	  Value	  (CEPV)	  

•  Region	  of	  interest	  is	  par&&oned	  into	  a	  set	  of	  surveillance	  
zones	  (sz)	  

•  Assigning	  an	  admissible	  configura&on	  (ac)	  to	  a	  sz	  for	  a	  
given	  interval	  of	  &me	  yields	  an	  Expected	  Assignment	  
Value	  (EAVac,sz),	  that,	  per	  COI	  instance,	  is	  the	  product	  of:	  
–  Payoff	  value	  of	  detec&ng	  the	  COI	  instance	  in	  that	  sz	  
–  Probability	  of	  occurrence	  of	  the	  COI	  instance	  in	  that	  sz	  during	  the	  &me	  

interval	  
–  Probability	  of	  detec&ng	  and	  repor&ng	  	  COI	  instance	  in	  that	  sz	  by	  the	  ac	  	  

•  A	  Collec9on	  Plan	  (CP)	  is	  a	  feasible	  set	  of	  pairings	  (ac,sz)	  
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Maximizing	  CollecVon	  Plan	  Value	  

•  Objec&ve	  is	  to	  maximize	  CEPV:	  	  the	  sum	  of	  EAVac,sz	  for	  all	  (ac,sz)	  
pairs	  obtained	  from	  specifying	  the	  collec&on	  plan:	  

•  Feasible	  collec&on	  plan	  requires	  specifying	  for	  the	  set	  of	  (ac,	  sz)	  
pairings:	  
–  Alloca&on	  of	  ISR	  components	  (co)	  	  to	  admissible	  configura&ons	  (ac)	  

•  Number	  of	  ISR	  components	  is	  usually	  much	  smaller	  than	  the	  number	  of	  zones	  
to	  surveille	  

–  Assignment	  of	  admissible	  configura&ons	  (ac)	  to	  surveillance	  zones	  (sz)	  
respec&ng	  
•  Limit	  of	  at	  most	  one	  ac	  per	  sz	  	  (note	  an	  ac	  can	  have	  mul9ple	  sensors	  in	  one	  sz)	  
•  Some	  ac	  may	  cover	  more	  than	  one	  sz	  subject	  to	  some	  upper	  bound	  
•  Other	  constraints,	  such	  as	  alloca&ons	  across	  FOBs	  

•  First	  formula&on	  -‐	  	  binary	  integer	  program	  solved	  with	  COTS	  code	  
(CPLEX)	  	   28	  
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OpVmizaVon	  

•  Solved	  assignment	  problem	  with	  
–  14	  kinds	  of	  ISR	  assets	  	  
–  29	  different	  admissible	  configura&ons	  (some	  may	  be	  
unavailable	  based	  on	  number	  of	  ISR	  assets	  available)	  

–  6178	  surveillance	  zones	  in	  3	  FOB	  Opera&ng	  Regions	  
– MIP	  size:	  	  222,000	  variables,	  179,000	  constraints	  

•  Problem	  formulated	  in	  MPL	  and	  solved	  in	  CPLEX	  
–  Total	  solu&on	  &me	  on	  standard	  laptop	  is	  <	  30	  seconds	  
–  15	  -‐	  20	  seconds	  to	  load	  data	  from	  Excel/Text	  files	  into	  MPL	  
–  <	  10	  seconds	  for	  CPLEX	  to	  solve	  
–  Addi&onal	  &me	  (~	  1	  minute)	  for	  MPL	  to	  write	  the	  solu&on	  
back	  to	  Excel	  	  	  
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OpVmizaVon	  Results	  
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OpVmizaVon	  Results	  (cont.)	  
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Effect	  of	  Grid	  Width	  
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VIR	  Value	  Added	  

•  ObjecVve	  -‐	  measure	  the	  value	  of	  VIR	  
assignment	  of	  ISR	  assets	  rela&ve	  to	  current	  
assignment	  processes	  

•  Ideal	  experiment	  –	  compare	  VIR	  to	  actual	  
human-‐managed	  ISR	  asset	  assignments	  

•  Achievable	  experiment	  –	  develop	  a	  heuris&c	  
process	  that	  reasonably	  simulates	  a	  human-‐
managed	  ISR	  assignment	  process	  
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HeurisVc	  Approach	  

•  Three-‐stage	  process	  to	  simulate	  human	  approach	  

– Allocate	  components	  to	  FOBs:	  allocate	  first/most	  
components	  to	  largest	  (most	  Blue	  ac&vity)	  FOBORs	  

– Assemble	  components	  into	  ACs:	  	  maximize	  number	  of	  
SZs	  that	  resul&ng	  ACs	  can	  surveil	  (break	  &es	  among	  ACs	  
by	  highest	  probability	  of	  detec&ng	  IED	  emplacement)	  

– Assign	  ACs	  to	  SZs:	  select	  SZs	  with	  highest	  X%	  probability	  
of	  threat	  (TSP)	  
•  Assume	  assignment	  of	  ACs	  to	  a	  representa&ve	  group	  of	  the	  
selected	  SZs	  	  	  

•  	  Vary	  X	  to	  simulate	  ability	  of	  human	  to	  iden&fy	  top-‐TSP	  SZs	  	  
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Applied	  HeurisVc	  Approach	  

•  Apply	  heuris&c	  to	  a	  group	  of	  12	  FOBORs	  
– 4	  large,	  4	  medium-‐sized,	  and	  4	  small	  

36	  

•  Use	  an	  arbitrarily-‐selected	  
set	  of	  components	  

•  Compare	  resul&ng	  CEPV	  to	  VIR-‐op&mized	  CEPV	  	  



VIR	  vs.	  HeurisVc:	  Results	  

Scenario	  

Constrained	  
Expected	  ISR	  
Value	  (CEPV)	  

VIR	  -‐	  op&mized	   5723	  

Heuris&c	  –	  Top	  1%	  
of	  SZs	  by	  TSP	  

1312	  

Heuris&c	  –	  Top	  
10%	  of	  SZs	  by	  TSP	  

1225	  

Heuris&c	  –	  Top	  
100%	  of	  SZs	  by	  TSP	  

830	  
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VIR	  performs	  	  4-‐	  7	  Vmes	  as	  well	  as	  HeurisVc	  Approach	  	  
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Cost-‐Constrained	  VIR	  

•  Add	  to	  the	  baseline	  VIR	  op&miza&on	  formula&on	  
–  Component	  cost	  
–  Budget	  
–  Component	  usage	  variables	  
–  A	  budgetary	  resource	  constraint	  

•  Intent	  to	  explore	  VIR’s	  u&lity	  as	  a	  tool	  for	  suppor&ng	  
ISR	  porholio	  op&miza&on	  

•  Within	  the	  context	  of	  this	  par&cular	  scenario	  what	  is	  
the	  op&mal	  mix	  of	  ISR	  components	  for	  a	  given	  level	  
of	  investment?	  

39	  



Adding	  Cost	  to	  OpVmizaVon	  

•  The	  model	  was	  given	  upper	  quan&&es	  of	  each	  type	  of	  
ISR	  asset	  

•  The	  amount	  of	  Constrained	  ISR	  Value	  to	  be	  extracted	  
maximizes	  at	  a	  budget	  level	  of	  $13,534,000	  

•  What	  happens	  to	  Constrained	  ISR	  Value	  as	  the	  budget	  
is	  decremented?	  	  How	  does	  the	  op&mal	  mix	  change?	  
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Diminishing	  Returns	  

•  Shows	  how	  the	  value	  extracted	  from	  the	  3	  FOB	  region	  varied	  by	  
budget	  level.	  

•  Consistent	  with	  economic	  theory,	  the	  porholio	  demonstrates	  
diminishing	  returns	  

•  How	  did	  the	  mix	  of	  assets	  change	  with	  the	  budget?	  
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Pornolio	  Analysis	  
•  Display	  focuses	  on	  7	  types	  of	  components.	  

•  At	  small	  budgets,	  the	  GBOSS,	  GBLite,	  and	  UAV	  were	  
not	  affordable	  rela&ve	  to	  their	  value	  
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VIR	  System	  Concept	  

Generate	  
Threat	  StochasVc	  Process	  

User	  Interface	  
ISR	  Asset	  
SelecVon	  

FOB	  &	  FOBOR	  
SelecVon	  

Threat	  Types	  
&	  COIs	  SelecVon	  

Generate	  
ISR	  Admissible	  ConfiguraVons	  

Workflows	  

GIS	  
Terrain	  Data	  

Threat	  Plan	  
PredicVon	  

Blue	  Patrol	  Routes	  
SelecVon	  

Generate	  
Bayesian	  Network	  
Probability	  Models	  

ISR	  Asset	  
Repository	  

Combinatorial	  
OpVmizaVon	  

ISR	  Asset	  AllocaVon	  

ISR	  Asset	  
AllocaVon	  

Post-‐Processing	  

offl
in
e	  

on
lin
e	  

AllocaVon	  
RecommendaVon	  

Interface	  
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VIR	  Technology	  InnovaVons	  

•  Control-‐theore&c	  formula&on	  of	  ISR	  Asset	  alloca&on	  
–  Gap	  between	  global	  value	  	  measurement	  of	  unconstrained	  and	  constrained	  ISR	  asset	  

alloca&on	  

•  Concept	  of	  admissible	  configura&on	  of	  ISR	  assets	  
–  Admissibility	  defined	  as	  having	  workflow	  responsive	  to	  prosecu&on	  of	  COIs	  

•  Mapping	  of	  ISR	  configura&on	  workflows	  to	  Bayesian	  
network	  probability	  models	  
–  Used	  to	  es&mate	  probability	  of	  effec&veness	  of	  terrain	  situated	  ISR	  configura&ons	  

•  Development	  of	  Threat	  Stochas&c	  Process	  (TSP)	  
providing	  mathema&cal	  infrastructure	  for	  con&nuous	  IPB	  
–  Integrates	  suitability	  of	  terrain	  to	  Red	  objec&ves,	  history	  of	  Red	  ac&vi&es,	  support	  of	  

local	  popula&on	  to	  Red	  objec&ves,	  likelihood	  of	  Blue	  presence,	  effect	  of	  terrain	  on	  
ISR	  asset	  effec&veness	  
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