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Project: COMELEC

COMELEC
(Commission Electronique)
IS
a) the abbreviation for
a German-French C2SIM
working group;
b) the short term for the

current project of that group.

Members are
DGA, Airbus, DigiNext [
iABG, Fraunhofer FKIE Tl

Systems

Ordars & Reports

CALG-

C2-Systems GuUl

(or Demonstrators)
Messages Messages
a.g. Orders £.g. Reports

AR LAND
t

Simulation Systems Diract N

CGF % Sword

\

~ Fraunhofer

FKIE



Preliminary remarks

B This is work in progress. However, we already can present experience
with the forthcoming C2SIM standard we judged as important.

B We presented this extension at the MSG-171 (24-25. October in
Vienna, Austria).

B We plan to present an updated version of our work at the next SIW
(10-14 February, Orlando, Florida).
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C2SIM Context

SISO C2SIM PDG is developing a C2SIM standard.

The SISO C2-Simulation interoperation has always been supported by NATO
activities, currently by NATO MSG-145 “Operationalization of Standardized
C2-Simulation Interoperability”.

Existing standards are
B the MSDL standard (SISO-STD-007-2008) for initialization and

® the C-BML standard (SISO-STD-011-2014) for the exchange of military
communication (reports, requests, orders) during simulation runs.
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C2SIM as new standard

Currently, SISO PDG develops a new C2SIM standard since

the cooperation of MSDL and C-BML turned out to be difficult
goal is an integrated solution
the new standard is supposed to be extensible to different domains
military land operations
military air operations
military maritime operations
C2SIM represented as ontology
each extension modelled as separate layer
Merging those ontologies that are needed for own application
Automated schema generation out of ontology layer selection
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C2SIM - Systems’ point of views

C2SIM combines C2 and Simulation systems with their point- of-views.

B Simulation view:
B military entities and their situation
realistical order of events and actions
these actions refer back to doctrins of simulated entities/units.
B C2systemsview :
commanding simulated units

command of control process and its realistical order of events

® C2SIM is to enable education of military leaders
Cost effective and resource conserving
Practice maneuvers that are difficult to be played in reality

|:> Interoperability is essential!
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Simulation View on C2SIM

Simulation view: units and their situation

B MSDL also has focused on detailed descriptions of these

\l/

This is an Erﬁit‘y that is normally thought of as having constituent entities, i.e. a Linit.

CollectiveEntities may or may not hve their subordinates explicitly represented in the exercise (i.e., it may always he aggregated, or
it may have subordinates that are themselves entities). [fthey are represented, then the hasSubordinate property will have at [east
one instance,

The CollectivEntity may be an abstract actor, or it may have physical properties; if the latter, then the hasCurrentState property is

present with a PhysicalState. , - o _
The Descriptor defines static attributes of an entity, i.e. that do not change during

Static attributes the course of the simulation. This information is provided at initialization time.
Dynamic state information for entities in the exercise. The friendihostilel... relationship of this entity with athers can be specfied with
— . — . - - - hasAllegianceRelationship properies, to define specific and possibly
Description ofthe physical state of an entity, including location, arientatian, asymmetric relations with other enitities.
health, speead, atc. o . o o
MNote that an EnvironmentalState class should be a subclass of PhysicalState. The isAfliliatedWith property defines organizations that this entity is affliated
The EnvironmentalState could be the state of, for example, a smoke plume, with. These organizations are absiract;they are not actors.
whichwould have a location and could have direction, orientation, and speed. €2 structures can be defined by using the hasSuperior praperty.
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C2-View on C2SIM

Military and non-military communicaton (Speech act theory, Searle 1969/1979)

B Exchange messages

B Message types with specific intention

Orders (Directive)
Reports (Assertive)
Request (Directive)

Thing
1) SpeechAc

2) Assertive
3) Warning
3) Report

2) Directive
3) Order
3) Reguest

P

2) Commission
3) Commitment

1) InformationStructure

2) Header

2) Body
3) ReportBody
3) OrderBody

1) informationSection

2) ReportSection

2) OrderSection
3) Commandintent
3) Execution

1) InformationiLines

2) Reportline
2) CommandintentLine
2) TaskAssignmentiine

B Intention/Purpose influences choice of words and phrases

B Expectations about reaction/ answer (acknowledgements) -> FIPA
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From C2SIM-Ontologies to Schemata - two point of
views

B An ontology will serve as the C2SIM main representation.

B Ontologies represent knowledge and schemata allow the exchange of
messages.

B Good ontologies represent the knowledge correctly. > Semantics
B Good schemata transmit their messages in a correct form. > Syntax

B Therefore, in the C2SIM case, schemata need to refer back to ontologies:
We generate the schemata automatically out of the ontology, as is
explained in Blais et al. (2019).

B Evaluation criterions:

can the schema generated out of the ontology (core plus air
operation extension) handle the message exchange as intended?

And does it also work, if we extend the ontology with our Air
Operation extension?

\
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Ontology as knowledge representation

some basics

Formal Knowledge Representation of classes (concepts of entities),
individuals (instances of classes), attributes und relationes

Semantic concepts of a domain are subdivided into classes

Semantic concepts and their members are related to each other:
Hypernymy and Hyponymy (E.g.: ,,A Tank is a Vehicle”)
Meronymy vs. Metonymy (E.g.: ,,A Tire is part of a Vehicle”)
Etc. (E.g.: , Task hasTaskNameCode some TaskNameCode")
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Ontology as knowledge representation

Classes: represent concepts that are subordinated to each other
Subordination of classes allow inheritence
Individuals/Instances are unigue members of a class

Instances and classes can belong to more than one subclass (e.g. a tank
can be an actor entity or an equipment of a unit)

Object Properties relate instances to each other,

Datatype Properties: relate instances of a class to a datatype such as
string, byte, integer etc.

Restrictions: define classes with possible and/or obligatory properties

Reasoning: In assigning restrictions on object properties and datatype
properties to classes ,it becomes possible to infer memberships to
different classes.
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Ontology as knowledge re
Properties and Inferences

Inverse Properties:
Subordination:

B Unit A ,hasSubUnit” Unit B
® Unit B,isSubUnitOf” Unit A
Temporal subordination:

B Unit C ,hasAssigned” Unit D
B Unit D,isAssignedTo” Unit C

Functional Properties:

B Unit ,,hasCommander” Person

resentation

File Edit View Reasoner Tools Refactor Window Help

< @ Ontology (hitp: n.com/mwx/Ontology

Active Ontology x| Entities x | Individuals by class x| DL Query x

Data properties Annotation properties Datatypes

Classes Object properties
Object property hierarchy: hasAbstractObject

TS 3
V- owl:topObjectProperty
AbstractObject
== hasAction
mmhasActionCode
= hasActionObjective
mm hasAffiliation
== hasCode
™ hasCombatEffectiveness
mm hasConstituentPart
™ hasDesiredEffect
' hasDirectionOfMovement
== hasEchelon
.. hasEntity
== hasEntityDescriptor
= hasEntityState
™. hasEntityType
mm hasEnvironmentalState
== hasFunctionalAssociation
. hasHealth
»-mm hasLocation
- hasMessagingProperty
mm hasOperationalStatus
> -#M hasOrganization
mmhasOrganizationCode
W hasOrientation
- mmhasOwner
®hasOwnerChoice
== hasPerception
™ hasPhysicalExtent
» asReinforcedReducedType
== hasResource
- MM hasScenarioState
m hasSecurityClassificationCode
. hasside
™. hasSideHostilityCode
mm hasSpatialOffset
™= hasSupportingTask
- mmhasSymbolClassType
== hasTimeOfObservation
™= hasTimeProperty
== hasUnitSymbolldentifier

Individuals W hasAbstractObject — hitp://wunwsisostds.org/ontologies

Annatations | Object Praperty Usage

[SEE W A nnotations: hasAbstractOl

i & otations
Chara stics: hasAbstractOl
Functional Equivalent To
Inverse functional
SubProperty Of
Transitive
Symmetric Inverse Of
Asymmetric
Domains (intersection)
Reflexive
Trreflexive Ranges (intersection)
hasAbstractObject min 0 AbstractObject
Disjoint With
SuperPraper
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Transitive and symmetric Properties and Inferences

Transitive Properties

m isPartOf”

m A ,isPartOf” B

m A ,isPartOf” C=> A ,isPartOf” C

Symmetric
m , hasSameAffiliationAs”

B UnitA ,hasSameAffiliationAs” UnitB => UnitB , hasSameAffiliationAs” UnitA
Antisymmetric

B isPartOf -> hasPart

Reflexive

B ,hasSameAffiliationAs”

B UnitA , hasSameAffiliationAs” UnitA

Properties that are reflexive, symmetric und transitiv define equivalent
classes

\
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Ontology as knowledge representation
Value ranges of property restrictions

Supreme Commander isComander Unit:

allValuesfrom Unit .

¢ MessageHeader [
Class expression editor | Class hierarchy | Object restriction creator | Data restriction creatar
Restricted property Restriction filler

canReplyTo max 1 UUID = Asserted ¥ Asserted ¥
asCommunicativeActTypeCode &

(o] rsationID exactly 1 UU!

gelD exactly 1 UUID

»--® owl:topObjectProperty - owl:Thing

h
hasC
hasM
hasSecurityClassificationCode mal
hassendingTime exactly 1 IsoDal
isFromSender exactly 1 UUID

Commander isCommander Unit

oMessagelD max 1 UU;
ceiver exactly 1 UUID

someValuesFrom Unit

Restriction type

Some (existential) - Cardinality

Abbrechen

Action hasTimelnstant exactly 1 ——— -
Location hasCoordinate min 2 (Longitute, Latitude)

Location hasCoordinate max 3 (Longitute, Latitude, Altitude)

\
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Purpose of Knowledge represenation in ontology

B Purpose of formal knowledge representation:
Database (defined vocabulary) to exchange between systems
no ambiguities
no redundancies
Inheritence and reasoning:
Economic aspect

Used to evaluate modelled knowledge

\
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C2SIM Core Ontology

F- & owl:Thing

¥ C28IMContent

b @) AbstractObject

v (0 Action

. Event

~ @ Task

- Code

) Entity

v ) ActorEntity

- v CollectiveEntity
0 NonMilitaryOroanization
" Person

.

- b PhysicalEntity
-} EntityDescriptor

Description: Platform
Equivalert To o

SubClass Of
0 ActorEntity
) hasCurrentState max 1 PhysicalState

Defining platforms

»- @ EntityState . )
: hasMarking max 1 xsd:strin
(0 EntityType ® g g
b PhysicalConcept
B 0 Resource General class axioms
¥-- 0 InitializationConcept
£ InitializationDataFile
9 ObjectDefinitions SubClass Of (Anonymous Ancestor)
- () ScenarioSetting 0 hasEntityDescriptor exactly 1 EntityDescriptor
v ;i;:gigg:ﬂ"ﬂ"g‘t‘m ) hasResource min 0 Resource
@ C2SIMHeader ) hasCurrentTask min 0 UUIDBase
- () Message 0 hasEntityType some EntityType
» & MessageBody @ hasUUID exactly 1 UUIDBase
B MessageCode ]
) @ ReportContent ) hasName max 1 xsd:string
—
17
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C2SIM Core Ontology

%8| Asseted w , Defining messages

v-® l:‘\.l'liThiﬂg rdfs:comment
T8 Csmconen -
p-- @ AbstractObject The structure for sending order messages. D s ENIS|E Annotations
: u g" 38{ Asserted ¥ relfe rammant

v Action

® Event - owl:Thing Description: Task

v () C28IMContent
) AbstractObject Equivalent To

SubClass Of

" EntityDescriptor

- EntityState Description: OrderBody @ Action
e ® Entrlerype T ® EntityDescriptor @ hasAffectedEntity min 0 UUIDBase
[ @ PhysicalConcept Guive . () EntityState ) hasDesiredEffectCode min 0 DesiredEffectCode
» ) Resource - @ EntityType ) hasDuration max 1 Duration
:; : Em&limgﬁon;&ﬂt SubClass Of : gl?:::::ltc'z:oept ) hasEndTime max 1 Timelnstant
essagel.once| ) hasPerformingEnti tly 1 UUIDBa
..... @ C2SIMHeader @ DomainMessageBody @ PlanPhase  hasPerformingEntity exacly s
. i X g ' PlanPhaseTrigger ) hasStartTime max 1 Timelnstant
“ o Message ) haslssuedTime exactly 1 Timelnstant . :--IO m::_:sotn:oro(e:o ® hasTaskNameCode exacily 1 TaskNameCode
"'.‘;‘i“femg Fod @ hasOrderID exactly 1 UUIDBase b @ Messnson mﬂ‘;’f"‘
----- cknowledgemen ¥
..... ) C2SIMinitializationBody ) hasRequestingEntity max 1 UUIDBase General class axioms
v DomainMessageBody " hasTask min 1 Task
. OrderBody SubClass Of (Anonymous Ancestor)
) ReportBody _ ) ) hasUUID exactly 1 UUIDBase

""" ) Objectinitialization General class axioms ) hasName max 1 xsd:string

..... @ systemCommandBody  hasLocation min 0 Location
v-@ M.es.:al?e{:or:] T SubClass OF (Anonymous Ancestor) % hasMapGraphiciD min 0 UUIDBase

----- cknowledgeTypeCode

..... © CommunicativeActTypeCode ) isToReceiver exactly 1 UUIDBase

----- ' SystemCommandTypeCode ) isFromSender exactly 1 UUIDBase
¥ ReportContent

() PositionReportContent
Instances

Tarast for Kev

18 ~ Fraunhofer
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C2SIM SMX Ontology

Annotation properties | Datatypes | Individuals

SEEELEEELL. EIDSEE
Annotations .

Classes | Chject properties | Data properties

12 [=+ = Asserted ~

¥-- 0 owl Thing

r-- ) C2SIMContent
- AbstractObject
> () Action

@ HonMilitaryOrganization
) Person

@ Platform

p-- ) PhysicalEntity
@ EntityDescriptor

@ EntityState
 EntityType

@ Observation

- PhysicalConcept
-} Resource
InitializationConcept
@ InitializationDataFile
) ObjectDefinitions
@ ScenarioSetting

) SystemEntityList

r-- (0 MessageConcept

@ C28IMHeader

b ) MessageBody
B MessageCode
p-- ) ReportContent

= @ Unit — http-//mww_sisostds_org/ontologies/smUn

|Class Annatations | Class Usage |

Equivalent To

SubClass Of

" hasEchelonCode exactly 1 EchelonCode

@ MilitaryOrganization

General class axioms

SubClass Of (Anonymous Ancestor)

" hasEntityDescriptor exactly 1 EntityDescriptor

" hasResource min 0 Resource
) hasCurrentTask min 0 UUIDBase
" hasSubordinate min 0 UUIDBase

) hasCurrentState max 1 PhysicalState

" hasEntityType some EntityType
) hasUUID exactly 1 UUIDBase

Bl hmnblmmm o e A e mbrin

Y- Platform
- O lEE
- SubsurfaceVessel
- SurfaceVessel
- Vehicle

Defining units and
platforms

19
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C2SIM SMX Ontology

I ' ' 1 £ 1 | v

|Glasses | COhject properties | Data properties | |C|ass Annotations | Class Usage |
Class hierarchy: ObservationRepc 2] [11H =] @ Annotations: ObservationReportContent

%8| = Asserted

¥ owl:Thing

v @ C25IMContent ) ] _
»- @ AbstractObject This report contains an observation of some aspecto

k- @ Action

k- Code

b= Entity

»-

>

Annctations

rdfs comment

" EntityDescriptor
" EntityState
- EntityType — _
Observation
O ActivityObservation
@ HealthObservation Equivalent To
@ LocationObservation
@ NameOQbservation
@ SubjectTypeCbsenvation
p-- (0 PhysicalConcept ) hasObservation exactly 1 Observation
» ) Resource ) ReportContent
b (0 InitializationConcept
¥ {0 MessageConcept

: O c25IMHeader General class axioms
) Message
- () MessageBody
w0 MessageCode
y.. ReportContent " hasTimeOfObservation exactly 1 DateTime
L JObservationReportContent
" PositionReportContent

SubClass Of

SubClass Of (Anonymous Ancestor)

Instances

Taraet for Key

T CTIOTy TYPT

0 ActivityObservation

@ HealthDbservation

) LocationObservation

@ NameObservation

- SubjectTypeObsernvation

SubClass Of
@ C25IMContent
) hasConfidencelevel exactly 1xsd:double
) hasUncertaintyinterval exactly 1 xsd:double

Defining observation

reports

20
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C2SIM LOX Ontology

Class hierarchy: ManeuverWarfareTask Annotations: ManeuverWarfareTask
“ L:-l- Bi Asserted ¥ Annotations
¥ owl Thing reffs:comment
Y- :%SA'E;?SEE:DM Atask containing the who, what, where, when, why of a ground maneuver task.

& Action

) Event -
v Task Description: ManeuverWarfareTask
L JManeuverWarfareTask

i" @ Code Equivalert To

b~ (0 Entity

@ EntityDescriptor SubClass Of

P Entity Stat

"_ : E:$Typ: (" hasFunctionalAssociationWithTask max 1 UUIDBase

F ) Observation (" hasTaskFunctionalAssociationCode max 1 TaskFunctionalAssociationCode
- (0 PhysicalConcept ® Task

-~ PlanPhase

-0 PlanPhaseTrigger

p- 0 Resource General class axioms

- (0 InitializationConcept
p-- ) MessageConcept

SubClass Of (Anonymous Ancestar)
" hasUUID exactly 1 UUIDBase
" hasName max 1 xsd:string
" hasLocation min 0 Location
) hasMapGraphiclD min 0 UUIDBase
) hasAffectedEntity min 0 UUIDBase
) hasDesiredEffectCode min 0 DesiredEffectCode
) hasPerformingEntity exactly 1 UUIDBase
{0 hasDuration max 1 Duration
" hasTaskNameCode exactly 1 TaskNameCode
" hasEndTime max 1 Timelnstant
@ hasStariTime max 1 Timelnstant

a ~ Fraunhofer
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Air Operation specifics

Airborne entities move fast. > Automated
position updates are generated by an
airborne radar picket system, like an AWACS.
This data form tracks. = Tracks numbers are
used for units, but as well as for observations
and targets

Messages are exchanged as TDL messages.
(TDL = tactical data link, e.g. link 16).

A secure data network allows the exchange
of TDL messages.

\
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C2SIM Air Operation Ontology

ass hierarchy: 1DLNetworkParticipantDefinition EIIIZIDIER | Class Annetations | Class Usage |
u [:_‘_ H FYSPIRl Annotations: TDLNetworkParticipantDefinition

¥ owl:Thing

»- (0 C2SIMContent

Y . I"'t'a_h‘_zaif'o"f:o"ceﬂt . Description: TDLMetworkParticipantDefinition
«- (0 InitializationDataFile
- ObjectDefinitions Equivalent To
- ScenarioSetting
SystemEntityList

80 TDLNetworkParticipantDefinition

B MessageConcept

Annotations

SubClass Of
) hasCommunicationNetworkUUID exactly 1 UUIDBase
) hasSubjectEntity exactly 1 UUIDBase
0 hasTDLTrackNumber exactly 1 xsd:string
{ InitializationConcept

General class axioms

Initialization: define the secure data network and its participants

23

N ~ Fraunhofer

FKIE

\



C2SIM Air Operation Ontology

Class hierarchy: Platform

t; I=... 0] Asserted -

w0 owl:Thing

- @ C2SIMContent

k- 0 AbstractObject

e @ Action

B ) Code

W 0 Entity

¥ 0 ActorEntity

@ CollectiveEntity
O Person

v- @

W ) FlyingObject
w0 Aircraft

v Jet

) DassaultRafale
0 EurofighterTyphoon
O Propeller
) RotaryWing
S0 UAY
----- @ Vehicle
P 00 Vessel
b 0 PhysicalEntity
b @) EntityState
b 0 EntityType
b () Observation
k- @ PhysicalConcept
-0 PlanPhase
k@ PlanPhaseTrigger
[
®
®

) Resource
InitializationConcept

[ MessageConcept

Initialization: define airborne entities

Annotations: Platform

Annotations

Description: Platform

Equivalert To

SubClass Of
) ActorEntity
) hasCurrentState max 1 Physical State
¢ hasMarking max 1 xsd:string

General class axioms

SubClass Of (Anonymous Ancestor)
) hasEntityDescriptor exactly 1 EntityDescriptor
) hasResource min 0 Resource
" hasCurrentTask min 0 UUIDBase
) hasUUID exactly 1 UNIDBase
) hasEntityType some EntityType
) hasName max 1 xsd:string

Instances

Target for Key

24
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C2SIM Air Operation Ontology

Class hierarchy | Class hierarchy (inferrad)

¥ owl:Thing

B C25IMContent

b () InitializationConcept

'!' MessageConcept

v} ReportContent
b ObservationReportContent
v-- {0 PositionReportContent

StandardPositionReportContent
----- TDLBattleDamageStatusReportContent
p-- TDLDropReportContent
----- TDLEmergencyPointReportContent
----- TDLInternalDetectionReportContent
B TDLPointerReportContent
----- TDLReferencePointReportContent
----- TDLRemoteTransmissionReportContent
----- TDLRessourceStateReportContent
----- TDLThreatWarningReportContent
p-- TDLTrackControlReportContent
p-- 1 C2SIMHeader

- Message
p--1 MessageBody
P MessageCode

Asserted ~

Equivalent Ta

Subilass Of
hasSpeed max 1 xsd:double
hasTDLDirectionOfMovement max 1 Azimuth
hasTDLEnvironment exactly 1 TDLEnvironmentCode
hasTDLLeaderTN max 1 xsd:string
hasTDLPlatformType exactly 1 xsd:string
hasTDLVoiceCallSign exactly 1 xsd:string
isC2 exactly 1 xsd:boolean
PositionReportContent

General class axioms

SubClass Of (Anonymous Ancestor)
hasTimeOfObservation exactly 1 DateTime
hasSubjectEntity exactly 1 UUIDBase
hasLocation exactly 1 Coordinate
hasStrength max 1 Strength
hasOperationalStatus max 1 OperationalStatus

Message Exchange: define TDL messages (example PPLI)
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C2SIM Air Operation Ontology

TDL MissionCode

o+ || B Annotations
P owi:Thing mnoLang MIGATTCUVET
r- @ C2SIMContent Sl
» @ AbstractObject [ Asserted ~ -
> ® Action Description: TDLMissionCode %%]8. % Description: Maneuve|
v @ Code
v- @ ActionCode :AERIAL_RECONNAISSANCE ACQUIR
@ EventCode AIR_TO_AIR
¥ ® TaskNameCode @ AIR_TO_SURFACE C 0 re ADVANG
@ TDLControlOrderCode AEREVA
@ @ ALERT_CONDITION_RED
@ TDLGuidanceType @ ALERT_CONDITION_WHITE & AERRFL
5 :?;T';::i'z‘;‘c“e @ ALERT_CONDITION_YELLOW ®Ew
@ EchelonCode @ ARMED_RECONNAISSANCE
» @ MiPCategoryCode @ ATTACK ~ HiVari & sEwcoN
3 $ccon s g Sreos
@ PlanPhaseCompletionCondition @ BREAK_ENGAGEMENT © DesiredEffectCode .AIRLND
© ReinforcedReducedType CANCEL_HIGHT_INTEREST_TRACK_DESIGNATION
@ securityClassificationCode D¢ —— = = ~ @ EcnelonCode @ 1RsUP
@ sideHostilityCode @ CEASE_ATTACK ~ @ Hostility StatusCode @ ARSWP
© systemstateCode @ CEASE_DO_NOT_DROP % 0 Operacivm Sutus Cus & ANBUSH
: I;'s_:’c“c':‘cr:‘;"y(‘:':::"c'a"°"c°‘" @ CEASE_MISSION - OrganizationCode
© TDLBattleDamage StatusCode @ CLEAR_TO_DROP L P\gnPhaseCompIetionCondition & 2nPH
@ ToLClassificationCode @ CLOSE_AIR_SUPPORT ~ @ ReinforcedReducedType & AIPHWF
@ TDLEmergencyCode = - SecurityClassificationCode
COMBAT_AIR_PATROL
: TDLEnvironmentCode :COUNTEI; T @ TaskFunctionalAssociationCode @ naLYs
° Igtﬁz:‘r:z?:rtfo:?we ot AOX - @ TimeReferenceCode & SNARWF
@ TDLQuantityCode @ cover - () WeaponRuleOfEngagemeniCode .
" ANSBWF
© TDLReleaseAxisCode @ DIVERT ¥ @ Entity
:TDLTargelType @ ENGAGE - EntityDescriptor & ANSFWF
0L ThreattiegreeCode @ESCORT - EntityState &
@) TDLThreatType ANTARM
© TDLTimeFunctionCode @ FIGHTER_SWEEP @ RASLT
© TDLWeaponsStatusCode @ FORMAL_ALERT_COUNTER_SURPRISE ?
8= E:ﬂgmekeverenceCode G0_T0_VOICE : EFysg]alConcept & ARBNAS
» @ EntityState @ HIGHT_INTEREST_TRACK_DESIGNATION ® P\E:Phgzzmgger & :RCCTL
» @ EntityType . .
» @ Observation @ BTERDICTION ¥ 0 Relationship & ARDREQ
» @ PhysicalConcept @ INTERVENE - ) Resource & ~RODROP
© PlanPhase @ INVESTIGATE_INTERROGATE »-- 0 RuleOfEngagement & ARINTR
: ® :':s"o';"r::em“e’ @ LASER_DESIGNATION - @ InitializationConcept
" @ itiaizationConcept @ NO_STATEMENT MessageConcept ®ARLFSA
: InitializationDataFile @orBIT @ RLFTR
ObjectDefinitions
: ScenarioSetting ::;li;:;::N_BOMBING & ARMAS
SystemEntityList _KILL
@ TDLNetworkParticipantDefinition @RECALL & ARRLGL
" @ MessageConcept 3 & 2RROBS
& ARTCTL
. . d @ AssMBL
.
Message Exchange: TDLMissionCode LOX ormack
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C2SIM Air Operation Ontology

[ | Defined in extension and experimented
PPLI (J2.x)
RemoteTransmission (J3.2, J3.3, J3.4, J3.5, J3.6)
Drop (J7.0)

MissionAssignment (J12.0) Q

~ =-r=1 N ' s " I

[ ] 1 - L — - - « " 1
Dadtdla Mama aama Chadisas Tha vAam A e A
e B | B~ SN A NSNS W - 1 N | AN -
CAavealatian: ThAa vAarnAvd: cAnFAnF - crAaA W

— - - - —— - - - L} 1
=l®* _I_« =~ _ _ _ =rl_ _ «_ _0_*_ ___ _ 0 0___ __ o« __nn_ _

™ - .. T ___ _ .4 __ _x_ _x " -l & ____"a
N N £ PN | o W NI, ) U T TG TR D [ T

DAaccAativen Ctatanr Tha rarnmavd cAntAnt mrAavnAAc

Threat Warning: The report content provides
the capability for threat warning to targeted
friendly platforms to include threat type and
threat posture.

[ Defined in extension

InternalDetection (J12.6, J12.7)
BattleDamageStatus (J10.2, J12.6)
ControlChange (J12.4, J12.3, J10.5)
Correlation (J7.2,J12.5)
EmergencyPoint (J3.1)

FlightPlan (J12.3)

FreeText (J28.2)

GuidanceOrder (J9.0)

Pointer (J7.3, J12.6)
ReferencePoint (J3.0)
RessourceState (J13.2,J13.3,J13.4, J13.5)
ThreatWarning (J15.0)

\

~ Fraunhofer
FKIE



Ground Operations with UAV deployment

B See LOX + UAVs (Italian expertise)

150825Adec15 - aufgeklart

Berkum

Meldungen -
Stumpeberg

L )
. Hohenberg
Karte ZFIZ e
VA, gepanzert Marsch
1

: " o HII
Kartenkor:trollen s .% -

> Alarm  Warnung Info

0/0 2/2 0/0

NnLw o vnue 1

Position: 50°36'54.8 7°7'52.22 ﬁ[ﬂlﬂ

Uhrzeit: 012359Ajan16
ugehorigkeit: Truppstarke:
Kompanie

yp: Verhalten:
Fahrzeug,

Unmanned systems send report about
B their position,
® their status,

B values measured by their sensors
and

B images and video streams they have
taken

\
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Rules for Tasking for UAVs

Rules for task (part of OrderBody):

B [task ] Defend Tasker Affected AtWhere
StartWhen (EndWhen) Mod Why Label
B [task] Advance Tasker RouteWhere StartWhen

(EndWhen) Mod Why Label
Rules for reports:
B [report] own image URL AtWhere When Certainty Label

B [report] own measurement Phenomenon Sensorldentifier
MeasuredValue UnitOfMeasurement AtWhere When Certainty Label

Example of report:

B [report] measurement Temperature Weather-
Sensor0815 16.5 degree Celsius at Hades ongoing at 20140131120000
RPTFCT report-256q
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Another possible Use Case : Fireworker support
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The Transformation to schema - to use information from ontology to
systems

Extensible Stylesheet Language Transformations (XSLT) document to
transform the ontology (the source) and generate an XML schema file (the
output). Tool by Curt Blais (2019)

C2SIM Ontology C2SIM Message
(rdf/xml) . \ XML Schema
Transformation (XSLT)/ Document
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Design of the Air Operation extension: from ontology to schema

imports

» Schema is generated with XSLT tool provided by SISO PDG (explained in Curt et. al, 2019)

g
p
:

.
s
-

.

.

CORE .owl
S ol
L ol

TOL .owl

!

— Merged ontology. owl > XSLT tool > TOL xsd

/;.nalyze and begin to use

</ > @ All good ?
and work together on e YES : Follow on with development ...
>

e
ontology and schema 0 Q
NO : propose initial

: - modifications / updates
modifications ...

\

~ Fraunhofer
FKIE



Schema generation

The SISO PDG found that

representing information in an
ontology and also exchanging
that information in a standard

way with a schema requires

compromise. They agreed to

constrain C2SIM ontology

features somewhat in order to

B allow the schema resulting

out of a transformation
(ontology into schema)
rendered possible by the

tool developed by Curt Blais,

B achieve a workable standard

in a reasonable time.

<?xml version=
<Message wmlns

.8 encoding="UTF-§"7>
http://www.sisostds.org/schemas/C25TM/1.1" xmlns:xsi="http://www.w3.org/2081/XMLSchema-instance™
xsi:schemalocation="http://www.sisostds.org/schemas/C25IM/1.1 file:///C:/C25IM/Comelec/Airbus/C25IM SMX LOX TDL.xsd">
<C25IMHeaders
<StandardC25IMHeaders
<CommunicativeActTypeCode>Inform</CommunicativeActTypeCode>
<MessagelD>cd1d895T-eale-4858-906d-6abc23907a5d</MessagelD>
<Protecol>C25IM</Protocols
<ProtecolVersion>1.1<¢/Protocolversion>
<SendingTime>2019-87-38T13:36:30:2</SendingTime>
<From5endingSystem>C2LG</FromSendingSystem>
<ToReceivingSystem>DirectCGF</ToReceivingSystem>
<ConversationID>d18f9a43-edea-4edc-%ede-ebde7dSeleb2</ConversationID>
</StandardC25IMHeaders
</C25IMHeader>
<MessageBody>
<DomainMessageBody>
<0OrderBody>
<FromSender>20000000- 2201 -0201-1020-200PA0AB0B06</ FromSendear>
<ToReceiver 00 -6001 - 2020~ /ToReceiver>
<Task>

<TDLTask>
<TDLMissionTask>
«TaskNameCode>ATTACK</TaskNameCode>
<PerformingEntity -0001- /PerformingEntity>
<UUID>cd1d895F-eale-4858-906d-6abc93907a5e</UUID>
<Name>TDLMissionTask_1</Name>
<TDLMissionType>ATTACK</TDLMissionType>
<TDLTargetType>AIR_DEFENSES</TDLTargetType>
«TDLAttackAxis>
<Anglerg@</Angle>
</TDLAttackAxis>
«TDLClearanceAxis>LEFT</TDLClearanceAxis>
«TDLTargetPosition>
<Latitude>50.397138</Latitude>
<Longitude>9.862633¢/Longitudes
</TDLTargetPosition>
<TDLArmament>missiles</TDLArmament>
«TDLTargetTN>501</TDLTargetTh>
</TDLMissionTask>
</TDLTask>
</Task>
<IssuedTime>
<DateTime>
<IsoDateTime>2@19-07-30T13:36:38:Z</IsoDateTime>
</DateTime>
</IssuedTime>
<OrderID>cd1d835f-ea3e-4856-906d-6abc93907a5F</OrderID>
</0rderBody>
</DomainMessageBody>
</MessageBody>
</Message>

TDL mission order as completed schema
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The Air Operation Demonstration’s Architecture for I/ITSEC
2019

\—-;—l
! ‘ . DirectCGF
Initialisation

a4/

i

Messages UnkXJ
: |‘o~«',“ﬁ=<]

Execution
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Lessons Learned

B Since this is a project in which different members have different
expertise,

B we learned from each other. We learned a lot from other colleagues
from the SISO C2SIM PDG and the NATO MSG-145.

® Our FKIE group, for example, learned a lot about air operations, TDLs,
tracks, and how to represent all this ontologically.

B We also learned some specifics on ontologies and how to build an
extension to an already existing core.
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Lessons Learned

Consistent ontologies do not work for the transformation tool if they
are too complex:

B Classes

A class cannot be subclass of two different classes (vehicle as platform
or resource)

No equivalent classes possible (just one name for a concept possible)

B Properties
Ambiguities can occur between object and datatype restrictions

Object Properties must have ranges filled (not necessary for owl)
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Lessons Learned

B Restriction

If a class inherits a property from its superclass, it might
happen that the range for that property is restricted more
closely in comparison to the property’s range in the superclass:

For example, class “Task” has the property
“hasTaskNameCode”.

Its range is an enumeration of the codes for all assumed tasks, e.g.
“move”.

“Task” has the subclass “TDLTask” like “TakeControl”.

“TDLTask” inherits “hasTaskNameCode” but is supposed only to
use codes that are codes for TDL tasks.
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Lessons Learned

B Restriction

Adding a (“new"”) restriction to the subclass

("hasTDLTaskNameCode") results in two lines in the schema
(after transformation).

In order to achieve a working prototype, we currently have not
added restricted restrictions to respective subclasses.

Instead, we trust the users to only generate messages that are
meaningful.
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Lessons Learned

B Two ways to handle xslt limitations:
Simplification of ontology (-> information loss)
Propose PDG how information should be transformed into schema
(Remember: ontology represents semantics

schema represents syntax)
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Lessons Learned

®m Every step in the working cycle can affect every other step (ontology -
ontology merging — schema transformation)

Ontology

Extension

ontology
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Future Work: Reasoning Capabilites

M Reasoning derives knowledge from modelled knowledge
B Taxonomy actually does not have to be modelled manually ->

But correct and complete definitions of restricted classes will
automatically be subsumed under the right classes

Reasoning in the C2SIM context:
Check unit hierarchy in messaging
Check entities and their capabilities
Check, if messages are semantically complete

Check if they are semantically consistent
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Conclusion

Air Operation extension succeeded as:
B \We were able to abide by Core + SMX structure
B We merged Core + SMX + Air Operation Extension

B We were able to automatically generate a schema out of the merged
ontologies

-> Process evaluated to get a schema of ontology as proposed by PDG
B We created a schema that works for C2LG and for DirectCGF

-> Evaluation of exchange of C2LG and DirectCGF will be demonstrated at
I/ITSEC 2019 in Orlando
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Thanks for Your attention!

Questions are appreciated.
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