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Abstract - In this work, we present an informational
framework able to guarantee high integrity of data fusion
method. The proposed framework is designed using a
bank of Information Filters (IF) and information theory
metrics in order to develop a monitoring method which
able to detect and exclude faulty data. The decision of
faults detection and exclusion are examined through a
coherence test elaborated wusing the Conditional
Informational Entropy (CIE) metric. The proposed test is
directly connected to the convergence of the information
filters. Since the Chi-square test is one of the classical
used tests in the Faults Detection and Exclusion (FDE)
procedure using Kalman Filter (KF), a relationship
between the proposed test and the Chi-square one is
established. Through real GPS measurements, the
performance of the proposed framework is shown.

Keywords: Information theory, Information filter, GPS
system, FDE, filter convergence.

1 Introduction

An autonomous navigation system depends on the high
integrity of the state estimation using data fusion method.
The characterization of the latter can be reached with an
integrity monitoring algorithm which permits to detect and
exclude faulty measurements. The addition of this
functionality allows making the data fusion method a fault
tolerant one.

The various existing integrity monitoring methods differs
mainly on the statistic test; example of test applied includes
Chi-square distribution, T-distribution, F-distribution [1]. But
these approaches suffer from various weakness points. In
fact, the choice of threshold is linked to a false alarm
probability which is chosen in a heuristic manner inducing a
lower integrity level. Moreover, these residual test schemes
succeed easily on picking out the sporadic errors, but hardly
detect the gradually increasing errors. Another limitation of
these kinds of methods appears in case of multiple
simultaneous faulty observations.

An informational framework for integrity monitoring is
designed in order to integrate a diagnosis level which able to
detect and exclude faulty measures before state estimation.

The KF is one of the traditional algorithms used in stochastic
state estimation. Information filter, which is the
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informational form of the KF, has proved to be more
efficient for multi-sources state estimation. Instead of using a
moment representation with a state vector and a covariance
matrix, an IF works with a canonical representation using
information form of the co-variance matrix and of the state
vector, called respectively the information matrix (fisher
matrix) and the information vector. The difference in
representation between the KF and the IF make the last
more efficient in term of multi sources data fusion and
especially for diagnosis [2][3]. Indeed, the IF correction step
is a simple addition of predicted Fisher information
(respectively  information  vector) and information
contribution of each new observation. This property offers
the possibility to develop powerful architectures based on
filters synthesis for data fusion and diagnosis.

The proposed diagnosis method is a multi-levels hierarchical
method consisting of a bank of IF. The decision of faults
detection and exclusion are examined through a test
elaborated using the CIE. Integrity monitoring is performed
by applying a Non-linear IF (NIF) and coherence tests based
on CIE. The IF makes possible to quantify the information
innovation of each measurement. Then, a first coherence test
is used to detect the appearance of faults and a second one is
used to exclude the erroneous measurements. Particularly,
the proposed FDE performance is notable in the case of
multi-faults situation.

The elaborated tests are directly linked to the global
convergence of the IF, hence their importance. These tests
will converge exponentially [4][5][6] to a constant value and
they will be largely sensitive to the appearance of faults. A
theoretical study is elaborated to demonstrate the
exponential convergence of these tests, and convergence
boundaries are constructed. A comparison of the proposed
tests and the Chi-square one is presented and advantages are
dressed.

The proposed framework is applied to Global Navigation
Satellite System (GNSS) localization in order to guarantee
high integrity information. This system uses redundant
GNSS measurements to detect faulty satellites. The
measurements based on code C/A of L1 signal, enable to
calculate the range between the receiver and satellites. The
GNSS waves could be affected by various errors having
origin from ionospheric delay, tropospheric delay and from
multi-path trajectories [7].



This paper is organized as follow: section 2 presents the IF
and a study about its convergence. Then, the exponential
convergence needed in the detection and the exclusion test is
presented in the same section, in addition to the relation
between Chi-square and these tests. In section 3, we present
the developed informational framework. Section 4 presents
an application of this one to GPS system. Finally,
conclusion is proposed in section 5.

2 Theoretical study of the information
filter

2.1 Introduction to the information filter

Consider a system evolving according to the linear equation:

Xpr1 = F.oxp +w(k) )

xy: The state vector at time k

F: The state transition matrix

w(k): The process noise modeled as uncorrelated white
noise with E{w ()w "()}=8,0().

The observation is supposed to be non-linear (we deal with
the Extended form of KF (EKF) and its informational form
the Extended IF (EIF)):

zx = h(x;) + v(k) ()
Z,:The observation vector,
h(.) : The observation model function and H its Jacobien,

v(k): The observation noise modeled as uncorrelated white
noise with E{v (i)v '(7)}=8;R(i)

The observation is linearized around the predicted state:

o, O 3)
Zx = h(xg) + ™ |+ Ax + v(k)

Where x* is the nominal reference trajectory and Ax is the
error between the real and the nominal trajectory.

Instead of working with the state vector x;,; and covariance
matrix P;;; as in KF, the IF deals with the information
vector y;,; and the information matrix (Fisher matrix) Y;/;
where:

Yis = Pigj Xy )

— p—1
Yij =Py ®)

4

The IF is described in two steps (Prediction/Correction):

Prediction:

?k/k—l =[F Yk_—ll/k—l FT + Q(k)]_l (6)

yk/k—l = ?k/k—l Xk /k—1 (7
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Correction:
n
Yise = Yiepeor + Z (k) ®)
i=1
n
Yk = V-1 + Z ij(k) ©
i=1

Where (I;(k),i;(k)) are the information contributions of
observation i:

I(k) = Z L.(k) = HT ()R~ (k) H (k) (10)
i=1
i(k) = Z i(k) = HT ()R (k) 7, (11)

i=1
And n is the number of measurements.

As one can remark in equation (8) and (9), the correction
step is a simple summation between all observations; hence
the importance of the IF compared to the KF [2] which
requires the inversion of a high dimensional matrix. This
advantage will appear obviously in the FDE step mainly in

the case of multiple faulty measurements.

2.2 The exponential convergence of the
information filter

At first some Lemmas should be remembered [5]:

Lemmal: Let A be a positive definite matrix and A,,(4),
Ay (4) denote respectively its minimum and its maximum
eigen value then:

An(A) ISA<Ay(A) 1 (12)

Lemma 2: let A and B be n x n real symmetric matrix; if
A>B then for any nxm real matrix C, we can write [8]:

C'AC>C'BC (13)

Lemma 3: let A and B be positive definite matrix with: a;I <
A <a,l and b, < B < b,], then:

At <(4+B) <—L a1 (14)

T 1+bq/ay

1+by/aq

In our application and without the loose of generality we
may take the following assumptions in order to prove the
exponential convergence of the IF:

- The Information matrix is bounded:

al < Yy < Pl (15)

- The process covariance matrix Q is bounded and the
process error is additive:



g1=Q(k)<q.l (16)
Py /=Py s+ Q (k) (17)

- The model is ideal and the system is observable:

7 = H()x, (18)

In the state domain we define:

Xijie = Xy — %o (19)
Xy /i represents the state estimation error and X, is the
reference value. Then, we obtain [5]:

Xie1e=Presie Pt jre—1 Ke-1/k-1 (20)

Making the transformation to the information space and
using equations (4) and (5), we obtain the informational
form of the state estimation error (¥ (k/k)):

Ik =Yy Yijie Te-1/k-1 (21)
Where Yk_/]i{: pk/k

Now, we define a Lyapunov function in its informational
form:

Vi = yl:/kyk_/}c 37k/k (22)

Replacing (21) in (22):

Vie = Fi—1/ic-1 Wiesre + Yiepre QU Yyl ™ Fremajre—1 )
Vie = Ji-1 k-1 Yem1/k=1 + O] ™" Frem1/k-1
With Oy, :
O = HT (k)R (kK)H (k) + Y e Q) Vi (24)

Given R and Q are symmetric and positive matrices using
lemma 2 and equation (24), one can see that 0,>0, so we
obtain this inequality:

Yie—1/k-1 + Ok>Yie—1 k-1 (25)

Using equations (23) and (25) Vj, is expressed in function of
Vi_1 as:

Vie < Fi—1/i-1 e jk=11""Fr-1yk=1 = Viees (26)

This relation proves that V), decreases; in other term it
proves that the IF is stable (the filter will converge).

In order to prove the exponential convergence of the IF, we
use Lemma 1 and 3:

Given Oy and Y;_q/,_; are symmetric and positive matrices
and using lemma 1, we obtain:
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A0 = O = (01 27)

A Y1 jie-1) 1 =Yieca -1 S A (Yieae—1) 1 (28)

Based on lemma 3, we get:

1 y_l
S T A O A ) K17k 29)

[Yi—1/k-1 + Ox]™

This means:
v, < 1 v
T4 000 Ay Vg i) <" (30)

By repeating this iterative procedure and by applying it to
the lower bound we can find the upper and lower bound of
V. that appear having an exponential form:

1

RESEC GL

<V, <——V,
T @ Hp)E?

With: py = 4 (01)/ Am Yie—1/k-1)

Mz = Ay (Or) /A (Vi1 /k-1)

Vo = 91 Y51 9, (from the initialisation step)
Using Yy, < Bl we can write Vi, > 879 il
Finally equation (32) is reached:
< by (32)
+upk 70

m Vo < [Fkil’ <

This equation shows that the error is bounded and it has an
exponential form.

2.3 The relation between the Chi-square and
the Information theory
In FDE algorithm, traditionally, we use KF with Chi-
square test requiring fixing a false alarm probability [1].
Since we aim to propose a new test based on information

theory, a relation and a comparison between the Chi-square
and informational quantities are established.

The Generalized form of the Chi-Square (GCS) test could be
written given two probability mass functions p and ¢ [9]:

() — q(x))? (33)
q(x)

The Mutual Information (MI) I(x, z) is known to be written
in the form [10]:

I1(x,2) = Z Z p(x,z)log 2(7()}9()) (34)

DXZ (p' Q) =



In the literature, the relationship between GCS test and
information quantities like Shannon entropy, MI, Kullback-
Leibler... are addressed in finding an inequality between
two statistical quantities like in [9] or by constructing an
asymptotical limit as in [11]. In our proposed framework,
we aimed to elaborate a statistical test based on information
quantities. Note that we use the MI which is a variant form
of the CIE. For this reason, an approximated equality
between the GCS and the MI test is proposed. This
comparison tries to show the equivalence between these two
tests.

To see in more details the relation between GCS and MI, we
can write [12]:

p(x,z) =p)p(z) +6with) 6 =0 (35)

Using (35) the MI is expressed as in (36):

1602 = )7 Y @@ +) g + ) o

Using Taylor decomposition around = 0 (meaning

p()p(2)
independence between x and z), and using log(1l + x) =
x— x2_2 + 0(x?), we obtain:
1D =Y Y (WP +8) [~
L peop@ (7
1 52
- 2p2(0)p% ()

Performing the calculation and replacing § by its value

+0(6%)]

p(x,z) — p(x)p(z), the result become as in (38):
1(p(x,2) — p()p(2))? (38)
1) = Z Z PP

In other term:

1
= - D (p(x,2), p(IP(2) (39)

One can conclude that the GCS is an approximation of the
MI (under a restricted hypothesis: low correlation between
variables x (the state vector) and z (the observation
vector)). This proves the most generalized aspect of
informational quantities.

I(x,z) =

3 Fault detection and exclusion using
information theory

The MI of a multivariate Gaussian distribution is defined
as [13][14];
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[Pl
IP(X/Z)I

Where P(x) is the covariance matrix.

I(67) = 21 (40)

Given the demonstration of the exponential convergence of
IF in section 2, we define a first coherence test namely the
Global Observation Mutual Information (GOMI) in its
information form [14] by considering P(x) as the predicted
covariance matrix and P(x/z) as the corrected covariance
matrix:

|Vesi—1 + 2ity Li(K)| 1)

I1(x,z) = —l
|¥iese1

The GOMI is used to detect faulty measurements. It could
be also expressed in the form of (42):

|Yk/k 1+ 20 1I(k)| (42)
|Yie—1 /1|

1(x,2) ——l

A second test is elaborated in order to exclude the faulty
measurements from the fusion procedure using a bank of
EIF. The Partial Observation Mutual Information (POMI) is
defined as:

Vi + Ziz1 L (k) (43)

i#j

i(x,z) ==In
R
So the proposed FDE algorithm detects the faulty
measurement using the GOMI test and then excludes the
erroneous measurements using the POMI test. This
procedure can be repeated for the detection of multiple
simultaneous faulty measurements.

At instant k, Yy _q/,_1 is supposed to be out of fault or all
detected faulty measurements are excluded.

In the proposed framework, the GOMI and the POMI tests
are elaborated using the MI quantity. In section 2, we have
shown the equivalence between the MI and GCS. The
quantity |V /k|2 (equation (32)), which is the test of the
convergence of the IF, has a form of the Chi-square test
(simple form of GCS). So the relation between filters
convergence and the elaborated tests (GOMI, POMI) is
highlighted.

However, we can remark that some differences exist
between the GOMI test and the GCS one. The main one is
that the GOMI test deals with covariance matrices (i.e.
uncertainties of measurements). In other terms, the GCS test
use the mean value of the probability distribution of the state
estimation, when the GOMI and POMI tests can benefit
from all the information contained in the probability
distribution. This difference improves the integrity of the
FDE method.

Figure 1 resume the proposed FDE approach explained in
this section.
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4 Application to GPS positioning system

In order to test the performance of the proposed approach, a
real experiment is conducted on a GPS constellation. Data
acquisition has been carried out with CyCab vehicle. In this
work, we use corrected measurements of GPS RTK Thales
Sagitta 02 and an open GPS Septentrio polaRx2e@.

In order to test developed algorithms with real data, the
“g0GPS” software package (http://www.gogps-project.org)
is used.

The data acquisition has been carried around CRIStAL Lab
of the university Lille 1. The trajectory is about 250m and
530 epochs.

The process model is supposed evolving according to the
equation (1) [15].

The state vector is composed of the eight following
variables:

Xk = [0 X Yier ior Zio 24, €8, €6t] (44)

[x,y,2], [X,¥,Z]: represent respectively the 3D position and
the 3D velocity of the vehicle in the Earth Centered Earth
Fixed (ECEF) frame.

8t, 8t: represent respectively the clock range and the clock
drift of the receiver.

The measurement (observartion) represents the pseudo-
range between the satellite and receiver.

To test the performance of the proposed architecture, the
residual tests are calculated, and the trajectory before and
after FDE are shown. The reference trajectory is given in
figure 2.

Figure 3 shows the GOMI before FDE. As one can remark,
it converges exponentially to the 0 value when no faults.
The different surges of information contribution observed in
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this figure reflect the divergence of the IF due to the
occurrence of faulty measurements. By observing figure 4,
we notice the appearance of simultaneous faulty satellites in
the highlited epochs /36 to 144,153 to 190, 303 to 323, 351
to 375 and 399 to 416 which is coherent with results
obtained is figure 3.

R
BETLTITENT

g
Y \
) haatara st B 8 (U IR RS SR B WY

A TRPER DT DR Y NN
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Figure 3. Global Observation Mutual Information Before
detection

Figure 4 shows the POMI of different satellites in order to
exclude the erroneous measurements. The two faulty
satellites 14 and 31 appears obviously in epochs 136 to 144,
moreover the simultaneous faulty satellites 4 and 14 are
remarkable in the epochs 153 to 7/90. Same to the epochs
303 to 323, 351 to 375 and 399 to 416 the two faulty
satellites are 2 and 4.
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Figure 5 shows the GOMI after FDE. Without faulty
satellites, the GOMI converge exponentially to zero value.
Note for the epochs 263 to 275, the persistence of errors is
due to the insufficient in number of the observed satellites
caused by trees. Indeed, a minimum of 5 visible satellites is
expected to achieve an accurate positioning.

These results are coherent with the theoretical study
presented in sections 2 and 3.

Global Obsenation Mutual Information after FDE
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Figure 5. Global Observation Mutual Information After
detection

Figure 6 shows the performance of the proposed approach
after exclusion of the faulty satellites from the fusion
procedure. As one can remark, improvement in the
trajectory is noticed especially according to the z axis,
representing the ellipsoidal height (h).
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Figure 6 . 3D trajectory before FDE in red vs after FDE in
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5 Conclusion

In this paper, we propose a fault tolerant data fusion method
for GNSS localization based on fault detection and
exclusion using Information theory, in order to guarantee
high integrity positioning.

After a study of the IF convergence, a coherence test,
directly linked to the convergence of the filter is generated.
The importance of this method lies by its efficiency in
detecting multiple faulty measurements with less
computation complexity.

The relation between the GCS and the proposed test shows
that GCS is a simplified approximation of the GOMI.
Moreover, the proposed approach uses covariance matrix
presenting the uncertainty of measurements, instead of
working with the mean values as in the GCS test.

The performance of the proposed framework applied to
GNSS localization is tested using real data of GPS
measurements. This method is able to exclude multiple
simultaneous faulty satellites from the fusion procedure with
low computational costs.

Future work aims to find a generalized test applied in
generalized conditions with application on the supervision
of Multi-Robot system.
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